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Overview

Course Description
The 5-day HP-UX System and Network Administration | course is the first of two courses that

prepares the student to be a successful system and network administrator of an HP 9000
workstation or server system.

Student Performance Objectives

Module 1 — Introduction to HP-UX Administration
< |dentify responsibilities of a system administrator.

e Ildentify three sources of information for system administrators.

Module 2 — Overview of SAM

e List two advantages and limitations of SAM.

e Start SAM in either graphical or terminal mode.

« Successfully navigate between menus in SAM.

e Use SAM to explore the system’s current configuration and resources.
« View and manipulate SAM object lists and dialog boxes.

= View the SAM log file.

e Use the restricted SAM builder to allow non-root users access to SAM.

Module 3 —Creating and Managing User Accounts

List the minimum requirements for a user account.

Identify each field in the /etc/passwd file.

Identify each field in the /etc/group file

Create, modify, and delete a user account from SAM or the command line.

Deactivate and reactivate a user account from SAM or the command line.

Module 4 — Customizing User Accounts

e List configuration files read during the login process.

1 H3064S A.03
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e Change the user’s default path.

e Change the user’s default terminal type.
« Change the user’s prompt string.

e Change the user’'s command line editor.
= Change the user’s default printer.

« Manage default configuration files in /etc/skel.

Module 5 — Guided Tour of the HP-UX File Hierarchy

Describe the reasons for separating dynamic and static file systems.

Describe the key contents of /sbin, /usr, /stand, /etc, /dev, /var.

Describe the key contents of /opt, /etc/opt, and /var/opt.

Use find, whence, and whereis to find files in the HP-UX file system.

Module 6 —Connecting Peripherals
e Describe the difference between workstations and servers.
= Define the following terms: bus, device adapter/interface, and hardware path.

e Compare and contrast the purpose of SCSI, serial, MUX, and parallel interfaces.

View the current hardware configuration with ioscan.

Use ioscan output to create a hardware diagram of the system.

List the steps required to install a new interface card.

List the steps required to connect a new SCSI, serial, or parallel device.

Module 7 —Configuring Device Files

Explain the purpose of a device file.

Explain the significance of major and minor numbers.

Differentiate between block and character i/o.

Use 1sdev to list kernel driver major numbers.

Use 11 to determine a device file's major and minor numbers.

Use ioscan to list device files associated with a specific device.

Use 1ssf to interpret the characteristics of a device file.
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e Given a disk, tape, or CD device file name, determine the controller card instance number
and target address of the associated device.

e Given a modem or terminal device file name, determine the controller card instance number
and port number of the associated device.

e Describe the autoconfig process.
e Create device files using SAM.

e Create device files using insf.

Module 8— Configuring Disk Devices

Describe the reasons for disk partitioning.

Partition a disk using the whole disk layout approach.

Describe the features and benefits of LVM.

Create physical volumes, volume groups, and logical volumes from the command line.

Module 9 — File System Concepts

List file system types available in HP-UX .

Describe the difference between "user data" and "metadata.”

Describe the structure of an HFS file system.

Describe the structure of an JFS file system.

Compare the process used to update HFS versus JFS metadata.

Define the terms: superblock and inode.

Define the terms: block, fragment, and extent.
e Compare hard and soft links.

e Create hard and soft links.

Module 10 —File System Creation
e Create a file system from the command line and SAM.
e Mount or unmount a file system from the command line.

= Automatically mount a file system via /etc/£fstab.

Module 11 — File System Repair

e Describe how HFS and JFS handle file system updates.
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e Describe how sync prevents file system corruption.
e List three causes of file system corruption.
e Check and repair an HFS file system with f£sck.

e Check and repair a JFS file system with fsck.

Module 12 —File System Management
= Monitor space available in file systems with bdf and du.

e Clean up file systems by purging unused files and core files.

Clean up the /var file system by trimming log files.

Extend a volume group from the command line.

Extend a logical volume from the command line.

Extend a file system from the command line.

Module 13 — System Backup

Explain why backups are necessary.

Create a graph file to determine which files are included in the system backup.

Perform a full backup with fbackup.

Perform an incremental backup with fbackup.

Perform a backup and restore across the network with fbackup.

Create a system recovery tape with make recovery.

List steps needed to document the system configuration to ensure a smooth recovery in case
of a system crash.

Module 14 —Scheduling cron Jobs
e Submit, list, and remove time-scheduled jobs with cron.
e Schedule full and incremental backups to run automatically.

e Grant non-root users access to cron.

Module 15 — Managing Swap Space
« Explain the concept of demand paging.

e Define physical, available, and lockable memory.
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« Determine the amount of configured physical, available, and lockable memory.
e Determine the amount of swap space currently configured and in-use.

« Configure device swap from the command line.

e Configure file system swap from the command line.

e Deactivate swap space.

= List considerations for selecting appropriate file system and device swap areas.

Module 16 —Printer Management

< Distinguish between local, remote, and network printers.

= Add and remove local, remote, and network printers using SAM.
e Start and stop the LP spooler from the command line.

e Check the LP spooler status from the command line.

« Manage print queues from the command line.

e Troubleshoot basic problems with the LP spooler.

Module 17 —Shutdown and Reboot

Describe the differences between single- and multi-user mode.

e Properly shut down the system using shutdown and reboot.

e Describe how the PDC, ISL, and HP-UX utilities load the kernel in memory.
« Boot from the primary boot device.

« Boot from an alternate boot device.

« Boot from an alternate kernel

« Boot to single-user mode to perform system maintenance.

e Describe what occurs once the kernel is loaded in memory.

e Describe the purpose of system run levels.

Change the system run level with init.

Module 18 — Reconfiguring the Kernel
e List three reasons for reconfiguring the kernel.

= Define and contrast static versus dynamic kernel modules.
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e Describe the structure of the /stand directory

= Add and remove device drivers via SAM.

e Add and remove a kernel subsystem via SAM.

e Change a configurable kernel parameter via SAM.

« Boot from a backup kernel.

Module 19 — Managing Software with SD-UX
e« Define the term depot
= Define the terms bundle, product, and fileset.

e |Install, list, and remove software using the SD-UX GUI interface

Module 20 — Patch Management with SD-UX

List five sources for obtaining HP-UX patches.

Retrieve and install patches from the patch database.

Retrieve and install patches from a tape or CD patch depot.

List currently installed patches.

Remove unneeded patches.

Module 21 — Connecting to the Network

e Physically connect an HP-UX machine to an existing LAN or SAM.
e Configure a host name using set parms or SAM.

e Configure an IP address using set parms or SAM.

e Configure a default route using set parms or SAM.

e Configure a host as a DNS client using set parms or SAM.

e Test connectivity with ping, and nslookup.

Student Profile and Prerequisites

This course is designed for the individual who is responsible for performing the system
administration tasks on an HP 9000 server or workstation. The student should be an
experienced HP-UX user and have a working knowledge of shell programming.

The student should have completed HP-UX Fundamentals, course number 51434S.
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Module 1 — Introduction to HP-UX Administration

Objectives
Upon completion of this module, you will be able to do the following:
e |dentify the responsibilities of a system administrator.

e List three HP-UX documentation sources for system administrators.
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Introduction to HP-UX Administration

1-1. SLIDE: The Role of the System Administrator

~ The Role of the System Administrator

SYSTEM
ADMINISTRATOR

ab381

Student Notes

The system administrator is responsible for setting up and maintaining the system. Not only
must the administrator understand both hardware and software, but he or she must also
understand the needs of the user community.

Since many of the tasks associated with these responsibilities require access to commands that
should not be available to everyone, the system administrator needs special access to the
system. This access is called superuser or root access.
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1-2. SLIDE: Hardware Responsibilities

Hardware Responsibilities

Create and maintain a hardware diagram of the system.
Verify that peripherals are installed correctly and tested.
Monitor performance of hardware components.

¢ Arrange for repair in event of hardware failure

ab382

Student Notes

The system administrator of an HP-UX system is responsible for configuring and managing
the system hardware. The administrator may not be the person who actually installs the
hardware. Often a Hewlett-Packard customer engineer will perform the installation of the
hardware. Once the system is operational, the administrator must monitor the performance of
the various hardware components. If a hardware failure occurs, the administrator should
attempt to isolate the problem as much as possible. Depending upon the service agreements in
place, the administrator may schedule a customer engineer to make necessary repairs.

The system administrator must know some basic things about the system hardware to be
effective in the job.
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1-3. SLIDE: Software Responsibilities

Software Responsibilities

¢ Install and configure the HP-UX operating system.

¢ Create file systems.

* Manage the integrity of file systems.

® Monitor system resource usage.

¢ Design and implement backup and recovery routines.
¢ Configure and maintain printer spooler software.

¢ Install and maintain network communication software.
¢ Update the HP-UX operating system for new releases.
¢ Install and update application software.

25383

Student Notes

You may need to install the HP-UX operating system software if it is not preinstalled on your
system. The operating system is supplied on a distribution medium that can be one of many
forms. The software is distributed on a series of magnetic tapes or CD-ROM disks.

The distribution media may be:

e compact disk - read only memory (CD-ROM) disk
= digital data storage (DDS) tapes based on digital audio tape (DAT) technology
e quarter-inch cartridge tape (QIC), (servers only)

The type of media used varies based on the system type; we will discuss this in detail later.
The system administrator must install the system software onto a hard disk.

Once the HP-UX system has been installed, it is necessary to configure the software by
altering certain values or parameters. This is done to allow the operating system (HP-UX) to
recognize additional devices or to increase the efficiency of the system.
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HP-UX utilizes a data organization scheme called a file system. Since the file system is where
all of the system and user data is stored, it is important to ensure that the integrity of the file
system is maintained. The administrator should implement procedures that will detect any
errors or corruption in the file system. If problems are found, the administrator must ensure
that corrective action is taken.

A file system is of a finite size and usually resides on a locally connected disk drive. The
system administrator must monitor the available space in a file system. Procedures should be
employed to archive and remove obsolete and unused files so the available free space is not
completely consumed. Files that tend to grow in size should also be monitored.

System resources include not only disk storage space, but memory, peripheral devices, and
kernel data structures, all of which can be customized and monitored to some extent by the
system administrator.

It is the administrator’s job to ensure the security of data on the system. Regular data
backups are created and maintained. If there is a loss of data due to either user error or
hardware failure, recovery procedures can be employed.

Most HP-UX systems include peripheral devices such as line printers and laser printers for
hard copy output. The system administrator must manage the software that sends output to
the printing devices.

Different HP-UX systems communicate with one another across an electronic communications
mechanism called a network. The network allows electronic mail and files to be transmitted
from machine to machine. The system administrator must install, configure and monitor
networking software.

Hewlett-Packard periodically releases an update to the HP-UX operating system software, and
to many of the subsystems and applications programs. An update may enhance or modify
existing system features or add new capabilities. The system administrator is responsible for
installing each software update so the HP-UX system available to the user community
contains the latest version of the software.

A new HP-UX release is not necessarily installed as soon as it is received. It is system
administrator’s responsibility to ensure that interactions and dependencies among
applications and system software are maintained. A new HP-UX release is often followed
several months later by releases for applications that make them compatible with the new
HP-UX release. Installing the new HP-UX release too soon may break an application that
worked on an older release. Obtaining and sharing this information is your responsibility.
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1-4. SLIDE: Responsibilities to the Users

Responsibilities to the Users

¢ Allow user access to the system as required.
¢ Evaluate user needs.

¢ Plan for future system growth/change.

¢ Provide assistance to the user community.

¢ Implement the policies and procedures of your
company/organization regarding the use of the computer system
and network.

Student Notes

Once the HP-UX system has been installed, certain modifications are required to allow a user
to access the system. The system administrator must perform these modifications.

The administrator must, to the greatest extent possible, tailor the system to the needs of the
user community. The system administrator should analyze the intended use of the system, and
should be aware of the number of users on the system, the characteristics of each user, the
system resources and peripherals required by each user, and the data and programs that must
be shared by various user groups.

As system administrator you will be looked upon as the resident HP-UX expert. Many users
will assume that you know everything about the system and will view you as an expert. This
occurs independent of your knowledge level. To many users, the fact that you have been
trained, in their minds, means that "you must know" more than they do.

You may be asked many questions such as, "How do I do ...?" and receive comments such as,
"My terminal is broken," or "l forgot my password." The problem solving and consulting
aspects of the administrator’s role can be the most challenging, as well as the most enjoyable
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parts of the job. An important message to convey early on is that the HP-UX reference
manuals are available on-line on an HP-UX system. Get the users used to at least trying to
"look it up for themselves" before coming to you. This can minimize interruptions in your daily
activities, and give the users greater confidence in using the system.

Since you will implement the policies and procedures of your company or organization, be
aware that these policies and procedures take precedence over the things that HP tells you in
this class. We can only recommend certain administration practices. If our recommendations
are in conflict with your company practices, clearly you must follow your company guidelines.
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1-5. SLIDE: The System Administrator’s Tool Kit

~ The System Administrator's Tool Kit

Support
Contract

HP Education

a6691

Student Notes

The system administrator is responsible for the smooth day-to-day operation of the system, as
well as for responding to and correcting large and small emergencies that may occur. In
addition, the system administrator is usually the person responsible for making sure that
there is a plan in place to recover the system and the data in the event of a disaster of small
or large magnitude.

Although this can seem like a monumental task, there are several tools available that can
make the job easier. Some of them are noted on the slide.

SAM

The System Administration Manager is a user interface for performing most routine
administrative tasks without using the underlying HP-UX commands. SAM can save you
keystrokes. However, it is important that you understand the nature of the task you are
performing, whether you use SAM or the HP-UX commands. This course will teach the
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concepts needed to administer an HP-UX system, and the HP-UX commands used to perform
those tasks. You will also be allowed to explore using SAM to perform these same tasks.

Support Contract

Your support contract covers the hardware as well as the software on your system. There are
several levels of support, which specify such things as the standard on-site hardware support,
software and network assistance from the HP Response Center, and possibly other services
such as assigned Account Teams, patch management assistance, operational reviews, system
release planning, and assistance with software updates. If you are not familiar with the terms
and features of your HP System Support contract, contact your local HP office and ask for the
Contracts Coordinator.

HP Electronic Support Center

HP’s Electronic Support Center (HP-ESC) provides access to valuable information over the
World Wide Web. The URLs for the HP-ESC home page are shown below:

http://us-support.external.hp.com # Asia and North America
http://europe-support.external .hp.com # Europe

The home page contains a problem-searching database, patches, and information on HP
products. A support contract is required to access much of the information on HP-ESC.

HP-UX Documentation

Often during the administration of your system, you will need to reference the documentation.
HP-UX documentation is available in several forms:

Online man Pages

The man pages (as they are popularly known) are intended for all HP-UX systems. You may
view reference material on any command, system call, subroutine, device file, or file format by
using the man command. The man pages are divided into eight sections:

User Commands

System Administration Commands
System Calls

Subroutines

File Formats

Miscellaneous Facilities

Device Files

Glossary

3

oNgRrONMER

Section 1m contains information on those commands that are used primarily by a system
administrator. Section 4, File Formats, is also invaluable to the system administrator as it
contains information on most of the configuration files that you will be responsible for
maintaining.
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Other HP Manuals

There are numerous manuals available from HP that describe various aspects of system and
network administration. Several that you may want to look at early in your career as an
HP-UX administrator are listed below:

e Managing Systems and Workgroups provides step-by-step instructions for most common 11.x
system administration tasks.

e The System Administrator’'s Tasks Manual is the equivalent HP-UX 10.x manual.

e Configuring HP-UX for Peripherals provides more detailed instructions for configuring
peripherals, such as terminals, printers, plotters, and other devices both via SAM and the
command line.

« Installing and Updating HP-UX covers the installation and initial configuration of the
HP-UX operating system.

Model-specific owner’'s manuals are provided with every HP 9000 system.
Instant Information and LaserROM

The manuals listed above (as well as Release Notes, white papers, and much more) are
available in electronic format, as well. Instant Information is a CD-ROM product that contains
all of HP’s documentation for HP-UX 11.x. To launch the Instant Information graphical user
interface, type: dynatext. The interface provides a powerful search mechanism for finding
useful information quickly. Instructions for installing the product and mounting the CD-ROM
are included with the Instant Information CD.

Documentation for HP-UX 10.x is available on a similar CD-ROM product called "LaserROM".
To launch LaserROM on a 10.x system, type 1xram. This product, too, includes a powerful
search feature for quickly finding information you need.

HP’s Documentation Web Site: http://www.docs.hp.com
If you don't have access to the Instant Information or LaserROM CD-ROMs, try visiting HP’s

documentation web site at http://www.docs.hp.com. This site contains a wide assortment
of HP-UX documentation in standard HTML format.
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1-6. REVIEW: Check Your Understanding

Directions
Write the answers to the following questions in the space provided.

1. Describe the role of the system administrator.

2. What does the system administrator need to understand in order to perform his or her
duties appropriately?

3. What are the three main categories of system administration responsibilities?

4. What are two items in the system administrator’s tool kit?
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Module 2 — Overview of SAM

Objectives

Upon completion of this module, you will be able to do the following:

e List two advantages and limitations of System Administration Manager (SAM).
e Start SAM in either graphical or terminal mode.

e Successfully navigate between menus in SAM.

e Use SAM to explore the system’s current configuration and resources.

= View and manipulate SAM object lists and dialog boxes.

= View the SAM log file.

e Use the restricted SAM builder to allow non-root users access to SAM.
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2-1. SLIDE: Why Use SAM?

~ Why Use SAM?

Advantages

¢ Simplifies complex administration tasks
¢ Minimizes potential for errors

¢ Provides a built-in help utility

Disadvantages

¢ [s less flexible than manual configuration
¢ Is not helpful in some troubleshooting situations

26692

Student Notes

The System Administration Manager (SAM) is a menu-driven tool designed to perform typical
system administration tasks without using the underlying HP-UX commands.

SAM has two user interfaces, an X Window System interface and a text terminal interface.
The differences are the screen appearance and the keyboard/mouse interactions.

There are many benefits of using SAM:

e Instead of executing commands from a shell, you work through menus that guide task
selection and facilitate data entry.

e Tasks are easier to perform because you do not need to remember (or type) complex
commands.

e You get a rich set of functions, and those functions provide significant options and control.

e You can use SAM on any HP 9000 system without relearning anything.
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While SAM may make it easier to perform certain tasks, the HP-UX commands can be more
flexible and more powerful. As a System Administrator, it is very important that you
understand the "manual” way of doing things so that when you need to do something that
SAM cannot do, you have the skills. The following items suggest a strategy for using SAM:

Use SAM to administer your system whenever it has the capability you need.

Since SAM does not accommodate every task you need to perform, learn the HP-UX
commands for performing a task.

While performing a task with SAM, if you encounter a situation that SAM cannot
accommodate, exit SAM and perform the task using HP-UX commands.

Use HP-UX commands when SAM cannot perform a task or you know (as an expert) how
you want to customize a functionality.

Remember, administering a system requires problem solving skills. The more you understand
about your system, the better equipped you will be to solve the problems.

NOTE: SAM is an optionally loadable part of HP-UX. If you have not loaded

SAM onto your system, you will not be able to use it. To use SAM on a
workstation or X-terminal that is running the X Window System, you
must also have loaded the necessary X11* file sets.
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2-2. SLIDE: Using the SAM GUI

Using the SAM GUI
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Student Notes

Administrators who have access to a terminal running the X Window system can use SAM'’s
graphical user interface (GUI).

To use SAM on the X Window System, the DISPLAY environment variable must be set
correctly to reflect the display on which you want SAM to appear. The value of the DISPLAY
variable should be hostname : 0.0, where hosthame is the name returned when you type the
/usr/bin/hostname command. The DISPLAY environment variable is typically set and
exported in the user's environment file at login.

To view your current environment variable values, type env. This is how to set the correct
values for the DISPLAY variable, depending on your shell:
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Shell Environment Variable EnV|'r:(?:'lement
POSIX, Korn  export DISPLAY= hostname :0.0 .profile or
or Bourne .dtprofile
shells
C shell setenv DISPLAY= hostname :0.0 .login

After your DISPLAY variable has been set, you can run SAM simply by typing: sam
The opening screen encountered when running SAM’s GUI contains several components:

e The Menu Bar at the top of the SAM screen provides a series of pull-down menus. The
pull-down menus provided vary from screen to screen within SAM. Single-click on any menu
to view the available menu options.

e lIcons in the middle portion of your SAM window list the available functional areas within
SAM. SAM provides tools for most common system administration tasks. To manage user
accounts, single-click on the Accounts for Users and Groups functional area icon. To
add a peripheral to your system, single-click the Peripheral Devices functional area icon.

e The Status Bar at the top of each SAM window identifies your current functional area. In
some functional areas, SAM will provide additional status and configuration information in
the Status Bar.

Some SAM windows may also provide horizontal and vertical scroll bars.
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2-3. SLIDE: Using the SAM Terminal Interface

~ Using the SAM Terminal Interface
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26694

Student Notes

SAM has a special interface for use on character terminals. You use specific keys (or
combinations of keys) to move from one part of the screen to another and to move among
screens. The structure of SAM is identical for both character and X Window system interfaces;
instead of the point-and-click approach, you will use the keyboard to control SAM'’s actions.
The slide shows how the Control window looks on a character terminal.

Use the up and down arrow keys to highlight different items on the list.

Use[Tab| and[shift] +[Tab] to move forward and backward to different control buttons.

Activate a highlighted control button (execute that control button function) by pressing the
[Spacebar]. You can also use the mnemonic that is underlined on the control button. For
example, notice that the 0 on the Options is underlined. You can activate the Options
control button by typing[0O] on the keyboard.
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To turn a checkbox on or off, use the[Tab] key to move to the checkbox, then press|[Spacebar]. An
X in the checkbox indicates the "on" state. In the "off" state, the checkbox is empty. The space
bar toggles the state of the checkbox.

To move to the Menu Bar:

1. Press[F4] (or[Tab]).

2. Use the left arrow and right arrow keys to move to the menu you wish to open, then press

[Spaebar].

3. Use the up arrow key and the down arrow keys to move the highlight to the desired menu
item, then press[Spacebar] or type the mnemonic.

In addition, many terminals have function keys which can be used to perform some of
these maneuvers.

What the Function Keys Mean

Help Context-sensitive help

Alt Modifier key (press first, but don’'t hold down)

Select Select or deselect the item, press a button, etc.

Menubar Activate or deactivate the menu bar

OK Accelerator for the OK button in a dialog

Apply Accelerator for the Apply button in a dialog

Shell Suspends the user interface and provides a shell

Cancel Accelerator for the Cancel button in a dialog

Close Accelerator for the Close button in a dialog

Exit Accelerator for Exit in an object-list screen or control window
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2-4. LAB: SAM

Part I: Exploring SAM’s Functional Areas

Our goal in this first portion of the lab exercise is to become more familiar with the SAM
interface, and to explore some of SAM’s functional areas. The exercises reference terms such as
swap and file systems, which we will discuss in detail in later modules. The goal at this point
is to explore SAM — don't worry about the details of swap and file system configuration, yet.

1. Log onto your workstation and start SAM. The first screen in SAM lists a number of
functional areas. The following are just a few of the functional areas you may see listed:

accounts for users and groups
backup and recovery

disks and file systems
peripheral devices

2. Which functional area would you choose to view a list of user accounts on your system?
Select the appropriate area, and determine the number of accounts on your system. (Note: In
some cases, a functional area may contain one or more sub-areas. You may have to drill down
through several menus to get to the in formation you are looking for.) Explore some of the
other SAM functional areas to find answers to the questions that follow.

3. Are any tape drives configured on your system?

4. How many disk devices are attached to your system? Do you have any "Unused" disk
devices?

5. How many file systems are configured on your system?
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6. Are there any currently scheduled automated backups on your system?

Part Il: Manipulating SAM Object Lists

You had an opportunity in the first part of this lab to navigate some of the SAM functional
areas, and you probably discovered that every functional area eventually leads to a SAM
object list. The Users object list contains a list of user accounts on the system. The Disk
devices object list contains a list of disk drives attached to the system. Each object list
contains a different type of object that can be managed in SAM. In this part of the lab, you
will have an opportunity to manipulate these object lists.

1. Go to the Users object list in SAM. What type of information does the object list display
for each user account? List four fields.

2. SAM doesn’'t always show all the information available for a given object list. For instance,
by default, SAM doesn’t list user home directory names in the Users object list.

You can modify the types and order of columns shown in the object list by launching the
Column editor from the Menu Bar at the top of the screen: View --> Columns.

The Home Directory field is probably currently marked Ignore. Change Ignore to 5, click
[OK], and note the change to your object list .

3. Now use the column editor to put the Start-up program in the sixth column of the
object list, and hide the 0ffice location and Office phone fields.

2-9 H3064S A.03
© 1999 Hewlett-Packard Company



Module 2
Overview of SAM

4. You can also customize your object lists by changing the order in which they are sorted.
Sort your Users object list by User ID in Descending order. To change the sort order, go to the
Menu Bar at the top of the SAM screen and choose: View --> Sort. After selecting your
sort order in the dialog box that appears, click ok and see what happens.

5. On large systems, even after defining a sort order, you may still find it tiresome to scroll
through hundreds of user accounts to find an account that you need to modify. SAM allows you
to filter object lists to show a subset of the available objects.

For the purpose of this lab exercise, define a filter in the Users object list that lists only user
accounts with UIDs greater than 99. In the menu bar, choose: View --> Filter.

In the dialog box that appears, change the Operator for UID to Greater than, then type 29 in
the Value box to the right. Click ok to apply the filter. Now look at the status bar at the top of
the object list screen. How does SAM indicate that a filter has been applied?

6. Once you have customized your object list to your liking, save the current sort, column,
and filter configuration as the default by selecting: view --> Save view as default

7. Goto SAM's File systems functional area. It would be helpful to be able to view the
amount of space in use in each of your file systems so you could determine if and when new
disks may be needed on your system. Add the Percent used column to the object list, and sort
the objects in descending order based on this new field. Save this new object list configuration
as the default.

H3064S A.03 2-10
© 1999 Hewlett-Packard Company



Module 2
Overview of SAM

Part I11: Performing Actions on Objects

So far, we've seen how to view and manipulate object lists. In this portion of the lab, you will
have an opportunity to perform actions on some SAM objects. Typically when using SAM you
will use the following procedure:

1.

2.

3.

4.

5.

1.

Run SAM.

Navigate functional areas to the proper object list.

Sort and filter the object list to your liking.

Select an object or objects with the mouse or space bar.

Choose an action from the actions menu to perform on the selected object(s).

Return to the Users functional area in SAM. Without selecting a user from the object list,

pull down the Actions menu. Can any actions be performed here without selecting a user?

2.

The aAdd action allows you to create a new user account. Select Actions -->Add. This

should bring up a dialog screen requesting information about the new account. Set operator
as the user name for the new account, then click the ok button so SAM will take the defaults
for the rest of the screen. After SAM prompts you for a password for the new account, check
the object list to see what happened.

3.

Choose Actions --> Add again and enter user name dbmgr. Instead of pressing OK, try

the Apply button. What is the difference between the oK and Apply buttons in a dialog box?
Can you think of a situation where Apply might be a more efficient choice than oK?

4.

Now try performing an action on an existing object. Using the mouse (GUI) or space bar

(TUI), select userl from the object list. Now pull down the Actions menu. Now that you have
selected a user, there should be many more actions to choose from. Choose Modify user’s
password and answer the questions that follow.
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5. In some cases, the dialog boxes that result from SAM actions may reference terms or
concepts you haven't encountered before. Select userl from the object list again, then choose
Actions --> Modify This should open the Modify a User dialog box. The dialog box asks
you to enter the user’s Primary group and Start-up Program. For more information about
terms and concepts you encounter in any SAM window, look for a[ Help| button or Help menu
on the menu bar. Click on the Help button at the bottom of the dialog box window. Skim the
text, and try clicking on a couple of the underlined phrases (In the TUI, select one of the "See
also" topics instead.) Any underlined phrase in a SAM help window is a link to additional
information. When you have finished with the Help window, click close to return to the
Modify a user dialog box. We didn’t really want to modify userl’s account after all, so click on
Cancel.

6. Occasionally, SAM will complain about an action you request. Try an experiment: From
the Users object list, select View--->Filter. Set the User ID (UID) operator to Any and click
on Ok. Now select the root user account. Choose Actions- -->Remove. Can you explain SAM’s
response to this action? Do you consider this to be a feature or a bug?

7. In other situations, SAM simply provides a warning message when you attempt a risky
action. Try another experiment: From the Users screen, select the root user account, then
choose Actions --> Modify. You will get a warning box, to which the most prudent
response at this point is "No"— do not modify root’s account.

Part IV: Using the Restricted SAM Builder

By default, SAM may only be run by user root. Administrators in large shops often have the
luxury of a staff of operators to assist with system administration tasks. So how can we allow
multiple operators, and perhaps even regular users, to access some of the functionality in
SAM? Sharing the root password probably isn't the best solution. The restricted SAM
builder makes it possible to grant non-root users access to selected functional areas in SAM.
Our goal in the exercise that follows is to allow the operator user that you created earlier in
the lab to manage processes via SAM and run automated backups, while denying them access
to all other areas of SAM.
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1. Choose File --> Exit. to exit your current SAM session. Then type sam -r to start the
restricted SAM builder. (Note: you must be logged in as root to run the restricted SAM builder.)

2. The SAM builder should display a list of user names and templates. Just accept the
defaults for now and click OK.

3. Next, you will see a window listing each of the SAM functional areas. Note that some
functional areas are marked to be enabled (indicated by a green icon), some are disabled
(indicated by a red icon), and some are partially enabled (indicated by a yellow icon). In the
TUI interface, the status of a functional area is displayed in text form (enabled, disabled,
partially enabled). Start by choosing Actions --> Disable all. What happens to the
functional area icons?

4. Next, select the Process management icon with a single-click (GUI) or the space bar (TUI).
Choose Actions --> Enable. What happens to the Process Management icon?

5. Next, we need to enable automated backups. Go to the Backup and recovery functional
area, and select the Automated backup icon. Again go to the Actions menu and choose:
Actions --> Enable. Go back up to the main functional area window. What happened to
the Backup and recovery icon? Why is this icon marked as partially enabled?

6. You can enable and disable as many functional areas as you wish in the restricted SAM
builder. Once you have enabled all the desired icons, choose Actions --> Save
privileges.
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7. The "Save privileges screen defines which user(s) will have access to the functional areas
you have selected. Select the operator user from the list , and click oxk. (If you had multiple
operators, you could select multiple user names from the list while holding the shift key. If the
names are not together in the list, hold the control key and select the names.) SAM saves the
privileges you selected, then returns you to the icon window. Exit the restricted SAM builder,
then log off your workstation or server.

8. Log in as operator and try running SAM by typing: /usr/shin/sam. Which functional
areas are available for use by your operator user?

9. Exit SAM, then try running SAM again by just typing sam. You will probably get an error
message, sh: sam: not found. Try typing /usr/sbin/sam. Can you explain why SAM
wouldn't start in the first case, but would start in the second?

10. Log out as user operator, then log back in again as user root.

Part V: Viewing the SAM Log

While going through the exercises so far, have you found yourself wondering what SAM is
actually executing on your system on your behalf? SAM logs every action performed so you can
review changes that you have made to your system configuration.

1. Restart SAM. You will be in the functional area launcher. To view the SAM log, go to the
Options menu, and choose View SAM Log.
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2. Experiment with some of the buttons in the dialog box that appears. Which Message level
provides the most detail? Have any users other than root used SAM on your machine? When
does your SAM log begin?

3. On an active system, the SAM log can grow quickly. You may want to automatically trim
the SAM log by choosing Options --> SAM Log Options.. Configure your system so SAM
automatically trims the SAM log to 100000 bytes.

Part VI: Customizing SAM (Optional)

Although SAM has a fair amount of built-in functionality, you may have some data base
utilities or custom shell scripts that you would like to be able to execute directly from SAM.
SAM allows you to do this. In the exercise that follows, you will create a custom SAM icon
that could be used. In the exercise that follows, you will create a custom SAM icon that could
be used to execute the /usr/sbin/whodo command to view a description of who is doing what
on your system.

1. From the functional area launcher, choose Actions --> Add Custom Application.

2. Choose a name for your icon in the Label field.

3. Enter the full path name for the whodo command, /usr/sbin/whodo, in the Command
field.
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4. whodo is not a graphical utility, so choose Terminal Environments as the user interface.

5. Skip the optional fields and click[OK].

6. Try your new icon.

7. Move to SAM's Time functional area and create another custom SAM application that
automatically runs the /usr/bin/cal program for you to display a calendar of the current
month.
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Module 3 — Creating and Managing User Accounts

Objectives

Upon completion of this module, you will be able to do the following:

List the minimum requirements for a user account.

Identify each field in the /etc/passwd file.

Identify each field in the /etc/group file.

Create, modify and delete a user account from SAM or the command line.

Deactivate and reactivate a user account from SAM or the command line.
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3-1. SLIDE: Users and Groups—Access to System and Data

~ Users and Groups — Access to System

and Data S—
6}1@ gxa“\‘ Users
gl
Sales |

Jean Sue Ann

Develop

ab38350

Student Notes

In order to gain access to the system and its resources, users are required to log in. By
controlling access to your system, you can prevent unauthorized users from running programs
that consume resources, as well as control access to the data stored on your system.

Users on the system are assigned to one or more groups. Files can typically be accessed by
members of the owner’s group, yet they are protected from access by users outside the owner’s
group. Each user is granted access to files and directories based on the groups to which the
user belongs.

You choose a unique user name (or login name) for each person who will be accessing the
system. You also choose group names and decide which user names will be assigned to which
groups.

You can perform these tasks either by using HP-UX commands, or by using SAM. SAM
automatically updates system files and calls appropriate commands for you.
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Users can determine the userid and the group membership you have assigned for them by
typing /usr/bin/id without any arguments.
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3-2. SLIDE: What Defines a User Account?

= What Defines a User Account?

/etc/passwd /etc/group
userl: . . . accounts:
user2: . . . research:
user3: . . . finances:
userd: . . . admin:

26695

Student Notes

For users to successfully log in, they must have a valid user name, user ID, password, and
other account information defined in the /etc/passwd file. The user may be granted access to
additional groups on the system via the /etc/group file. Finally, most users have a home
directory under /home, beneath which they can store their personal files and directories.

This chapter will discuss the structure and purpose of each of these, then consider several
approaches for managing user accounts:

e via SAM
e from the command line with useradd, userdel, and usermod

= manually, via the vi editor
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3-3. SLIDE: The /etc/passwd File

Example:

~ The /etc/passwd File

root :mAj8as., 8as.,ofads:0:3::/:/bin/sh
daemon:*:1:5::/:/sbin/sh
date:r.c7.0x4/,hGJ:20:1::/:/usr/bin/date
erik:.r.ca8/,£2i5y:204:20:: /home/erik: /usr/bin/sh
Use /usr/sbin/vipw to edit
Use /usr/sbin/pwck

terry:ZMPPAVHrXTDfM:265:20:Terry Kellog:/home/terry:/usr/bin/sh

username

[user D | [group ID | |home directory || 1ogin shen |

|encrypted password | | ll)string |

a6971

Student Notes

The /etc/passwd file contains essential information required during login. It contains one
entry per line for each valid user of the system. All fields are delimited by a colon (:).

username

password

The user name that is used when a user logs in. It should be between one
and eight characters in length and the first character should be
alphabetic. If the name contains more than eight characters, only the
first eight are significant.

The encrypted password. It is encrypted by the system when the user
sets the password using the passwd command. The password should be
six to eight characters, one of which is a number or a special character. If
the password field is empty, no password is associated with the login
name. Never leave the password field empty. Leaving it empty makes it
very easy to break into a system.

An asterisk (*) in the password field deactivates an account. Nothing you
can type will encrypt to an asterisk, so, no one can log in using the
associated login name.
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user 1D

CAUTION:

group ID

ID string

home directory

command

Each user must be assigned a userid. Userid 0 is reserved for root, and
UIDs 1-99 are reserved for other predefined accounts required by the
system. Version 10.20 of HP-UX introduced support for User IDs as large
as 2,147,483,646. Prior to HP-UX 10.20, UIDs greater than 60,000 were
not supported. When users are added using SAM, SAM begins assigning
UIDs starting with UID 101. You can choose blocks of UIDs for particular
groups:

e 100-199 — marketing
e 200-299 — engineering

e 300-399 — managers

There may be incompatibilities when sharing files owned by large UIDs
with systems that don't support large UIDs.

The group ID (GID). This number corresponds with an entry in the
/etc/group file.

The comment field. It allows you to add extra information about the
users, such as the user’s full name, telephone extension, organization, or
building number. This field is used by the line printer spooler system and
by the £inger command.

The absolute path to the directory the user will be in when they log in. If
this directory does not exist or is invalid, then the user is unable to log in.

The absolute path of a command to be executed when the user logs in.
Typically, this is a shell. The shells that are usually used are
/usr/bin/sh, /usr/bin/ksh, and /usr/bin/csh. For system UIDs
the shell is /sbin/sh, which is a special (POSIX) shell for the superuser.
It should not be changed to another shell. If the field is empty, the default
iSs /usr/bin/sh.

The command entry does not have to be a shell. For example, you can create the following
entry in /etc/passwd:

date:rc70x.4.hGJdc:20:1::/:/usr/bin/date

The command is /usr/bin/date. If you type date at the login prompt, then type the
appropriate password, the system will run the /usr/bin/date command, and then log you

out.

NOTE:

The permissions on the passwd file should be read only (r--r--r--) and
the owner must be root.

Required Entries in /etc/passwd

root:rZ11lps2JYh3iA:0:3::/:/sbin/sh
daemon:*:1:5::/:/sbin/sh

H3064S A.03
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bin:*:2:2::/usr/bin:/sbin/sh

sys:*:3:3::/:

adm:*:4:4::/var/adm:/sbin/sh
uucp:*:5:3::/var/spool /uucppublic: /usr/lbin/uucp/uucico
lp:*:9:7::/var/spool/lp:/sbin/sh
nuucp:*:11:11::/var/spool/uucppublic: /usr/lbin/uucp/uucico
hpdb:*:27:1:ALLBASE:/:/sbin/sh

nobody:*:-2:60001::/:

Editing /etc/passwd

If you are using vi to edit /etc/passwd and a user attempts to change a password while you
are editing, the user’s change will not be entered into the file. To prevent this situation, use
vipw when editing /etc/passwd.

# vipw

This command puts a lock on the /etc/passwd file by copying /etc/passwd to
/etc/passwd. tmp. If a user attempts to change a password, he or she will be told that the
passwd file is busy. When you leave vipw, some automatic checks are done, and if your
changes are correct, the temporary file is moved to /etc/passwd. Otherwise, /etc/passwd
will remain unchanged.

Checking the /etc/passwd file

The consistency of the /etc/passwd file can be checked with the /usr/sbin/pwck command.
It will check for the number of fields in each entry, and whether login directory and optional
program name exist, and validate the number of fields, login name, user ID and group ID.
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3-4. SLIDE: The /etc/group File

~ The /etc/group File

group_name:password:group_id:group_list
Example:
other: :1:root, daemon, uucp, sync
users: :20:
develop::101:bugs,daffy

sales::102:bugs,daffy, elmer,marvin

Use /usr/sbin/grpck to check.

ab38353

Student Notes

The /etc/group file is used to define groups. The fields are delimited by a colon (:).

group_name

password

group_id

group_list

H3064S A.03

is the mnemonic name associated with the group. If you do an 11 on a file,
you will see this name printed in the group field.

is typically not used, so it is blank. It can contain an encrypted group-level
password if you implement privileged groups.

is the group ID (GID). This is the number that should be placed in the
/etc/passwd file in the group_id field. This number is shared by all group
members. It is recommended that the system administrator create groups
with IDs of greater than 100 to ensure they do not collide with current or
future system needs.

is a list of user names of users who are members of the group. At version
11.0 of HP-UX, not all members of a given group are listed in the /etc/

3-8
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group file. A user’s initial login group is defined in the fourth field of /etc/
passwd, not in the /etc/group file.

Note that a user can be a member of more than one group. A user can use the newgrp
command to change to a different group.

$ newgrp group name

The new group is referred to as the effective group of the user. Changing to a new group
does not alter the user's primary group entry in the /etc/passwd file, it only alters the user’s
group association for any files he creates after executing the newgrp command. Executing the
newgrp command with no parameters returns the user to the group to which he is assigned in
the /etc/passwd file.

Required Entries in /etc/group

root::0:root
other::1:root, hpdb
bin::2:root,bin
Ssys::3:root,uucp
adm: :4 :root,adm
daemon: :5: root, daemon
mail::6:root
lp::7:root, 1lp
tty::10:

nuucp: :11:nuucp
nogroup:*:-2:

For more information on the /etc/group file, see group (4) in the HP-UX Reference manual.

Checking the /etc/group file

The consistency of the /etc/group file can be checked with the /usr/sbin/grpck command.
It will check for the number of fields in each entry, and whether all login names appear in the
password file.
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3-5. SLIDE: Creating User Accounts with SAM

~ Creating User Accounts with SAM

a6696

Student Notes

SAM provides a menu driven interface to add user accounts. In order to add an account using
SAM, choose Accounts for Users and Groups from the SAM control window.

Choose Users from the next menu. SAM will display a list of users. If there are more than
500 users on your system, you will be asked to select a subset of users.

Choose add. . from the Actions menu. SAM will display a form to be completed in order to
add a user.

You will need to fill in the following information:

Login Name The user name that is used when a user logs in. It should be between one
and eight characters in length. The first character should be alphabetic.
If the name contains more than eight characters, only the first eight are
significant.
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Home Directory

Primary Group

Name

Start-Up
Program

Set Password
Options...
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The user ID (UID). UID zero (0) is reserved for root. Typically, values
1-99 are reserved for the system. User IDs as large as 2,147,483,646 can
be used with HFS file systems and with JFS Version 3 file systems. JFS
Version 3 is installed by default with HP-UX 10.20; file systems created
with earlier versions of JFS must be upgraded to Version 3 to support
large user IDS (IDs larger than 60,000). SAM will use UIDs starting
from 101. You can choose override the UID SAM has assigned. You may
want to do this to ensure unique UIDs in a network.

The absolute path to the directory the user is in when logging in. If this

directory does not exist or is invalid, the user is unable to log in.

By default SAM will append the Login Name to /home. There is a check

box to determine whether the home directory is to be created. In the case
where users will be sharing a home directory you may want to turn this

off.

This field defines the primary group that is assigned to the user at login.
The default is users. To choose another group, type over the word users.
Or, to choose from a list of groups, highlight the Primary Group Name
and SAM will display a list for you to choose from.

The absolute path of a command to be executed when the user logs in.
Typically, this is a shell. The shells that are usually used are
/usr/bin/sh, /usr/bin/ksh, /usr/bin/keysh, and

/usr/bin/csh. Other choices for restricted shells include
/usr/bin/rsh and /usr/bin/rksh.

It is not required that the start-up program be a shell. You can enter the
full path name of any valid command here. When the user logs in, the
command will be executed. When the command terminates, the user is
logged off.

Selecting this push-button opens a new dialog window for defining which
of the following password behavior or aging characteristics are in force
for the selected user:

No The user account being added or modified can have the
Restrictions same password indefinitely or for the duration of the

account without changing it.
Force The user must modify his or her own password the next
Password time they log in on the system, then the password aging
Change at reverts to No Restrictions.
Next Login
Allow Only Only the superuser (user root) can change a user
Superuser to password. Individual users are not allowed to select
Change their own password.
Password
Set Up Set up password expiration with a minimum required
Periodic time between password changes. This option leads to
Password
Aging
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additional fields for setting up the time intervals for
expiration and minimum time between changes.

When you have completed filling out the menu, press 0K, if you do not want to add additional
users, or APPLY, if you do.

You will be prompted for a password for the new user. SAM will create the /etc/passwd
entry, update /etc/group, and create the home directory if requested.
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3-6. SLIDE: Creating User Templates in SAM

~ Creating User Templates in SAM

Template Title: -

Template Description:

But Hope Dhesctory Lo v]Create Home Diccctiay

Stare Up Proseam.

Specification. .

Comment Speciiieation, foptinonall

Apply Cancel

a7139

Student Notes

If you plan to add many users with the same requirements you can simplify the process by
creating a template.

From the User Accounts screen select User Templates from the Actions menu.
When you select create, SAM will display the menu shown.

You must supply a template name. Names can be up to 16 characters in length and any
combination of letters, numbers, and the underscore.

Most fields are the same as those on the Add User menu. You may choose to handle user ID
generation in one of four ways:

first available

first available greater than one
first available within range
prompt for it
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When you have completed the menu press oK if you do not wish to create additional templates
or Apply if you do.

To use a template when adding users select User Templates from the Actions menu of the
User Accounts screen. When you choose select SAM will display a list of templates. Highlight
one and press OK. The selected template will be in effect until it is unselected. The template
will be used for all new users added until you Unselect the template.
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3-7. SLIDE: Deactivating and Removing Users with SAM

Deactivating and Removing Users with
SAM —

ab697

Student Notes

If you no longer want a user to have access to the system you can either remove the user or
deactivate the account. Removing the user deletes the user's /etc/passwd and /etc/group
entries. Deactivating the user causes SAM to place an * in the password field of /etc/
passwd. You can either use SAM to reactivate the account or simply change the user’s
password using the passwd command.

Choose Users from the next menu. SAM will display a list of users. If there are more than
500 users on your system, you will be asked to select a subset of users.

Choose either Remove or Deactivate... from the Actions menu. SAM will display a list of
choices for handling the user’s files.

The reason you are removing a user will guide you in determining whether to keep that user’s
files on the system, reassign them to someone else, or remove them entirely.

SAM provides two features to help protect against inadvertent removal of users or files when
removing users:
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e Editable list of users to exclude from removal.

When prompting for the name of a user to remove from the system, SAM checks the name
given against a list of names specified in the file /etc/sam/rmuser.excl. If the name
matches one within the file, SAM does not remove the user.

e Editable list of files to exclude from removal when a user is removed from the system.

When SAM removes a user, all files (or a subset thereof) for that user are also removed,
unless the ownership is given to another user. Before removing a file belonging to the user,
SAM checks to see if the file resides in a path that has been excluded from removal. SAM
uses the file /etc/sam/rmfiles.excl to determine which paths have been excluded from
removal. So, for example, if the path /home/joe/test is named in the file, SAM will not
remove any files residing beneath that directory. SAM logs a list of all files it removes in the
file /var/tmp/sam remove.log.

NOTE: You can edit the files /etc/sam/rmuser.excl and
/etc/sam/rmfiles.excl to contain users and directories that you want
to exclude from removal from SAM.

Here is a sample /etc/sam/rmuser.excl file:

root
daemon
bin
sys
adm
uucp
1p
nuucp
hpdb
nobody

Here is a sample /etc/sam/rmfiles.excl file:

/dev
/etc
/export
/mnt
/opt
/sbin
/stand
/usr
/var

Here is a sample /etc/sam/rmgroup.excl file:

root
other
bin
sys
admin
daemon
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mail
1p
nogroup

3-17 H3064S A.03
© 1999 Hewlett-Packard Company



Module 3
Creating and Managing User Accounts

3-8. SLIDE: Managing Group Membership with SAM

~ Managing Group Membership with SAM

a6699

Student Notes

SAM provides the most intuitive method for managing group membership. After selecting any
group from the object list, go to the Actions menu and choose:

Add: To create a new group

Modify: To modify the group membership list
Remove: To remove the group entirely
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3-9. SLIDE: Managing User Accounts from the Command Line

Managing User Accounts from the
Command Line —

useradd, usermod, userdel

groupadd, groupmod, groupdel

266910

Student Notes

Another method for managing accounts and groups is using the command line interface. The
useradd command creates /etc/passwd and /etc/group entries. It also optionally creates
the user’s home directory and copies the files from a skeleton directory into the home directory.
The syntax is

—G group

useradd [-u uid [-0]] [-& group] [ [,group ... ]

] [d dir] [ shell] [-€ comment] [-m [k skel dir]] login

The -o option allows non-unique UIDs. The -m option causes the home directory to be created.
It looks intimidating at first, but many of these options have defaults.

Examples

Create an account for user renay with a home directory of /home/renay, which is to be
created. Use /etc/skel as the skeleton directory and /usr/bin/sh as the shell. Take the
next highest UID.
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useradd -m -s /usr/bin/sh renay

Create an account for a user named Tracy. Tracy’s primary group is staff. Tracy is also in the
groups pe and chemistry. Create a home directory. Take all the rest of the defaults.

useradd -m -g staff -G pe,chemistry tracy
Display the useradd defaults.
useradd -D
Change the default group to others.
useradd -D -g others
To delete a user use the userdel command. The syntax is
userdel -r login
The -r option is needed to delete the user’'s home directory.
The syntax of the groupadd command is
groupadd [-g gid [-o]]lgroup
Example:
Add a group called economics. Use the next available group ID greater than 100.

groupadd economics
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3-10. SLIDE: Changing User Passwords from the Command Line

Changing User Passwords from the
Command Line —
$ passwd Users can change their own password

(must know current password)
Changing password for bugs
0ld password:
New password:
Re-enter new password:
$
# passwd bugs Root can change any user's password
New password:
Re—-enter new password:
#
# passwd Root can change the root password,
Changing password for root
New password:
Re—enter new password:

#
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Student Notes

Any time a password needs to be changed, whether by a regular user or the superuser, the
passwd command is used. Normally an ordinary user on the system can change his or her own
password (but nobody else’s). When invoked, the user is prompted to enter the existing
password. Upon entering the correct password, the user is prompted to enter the new
password. After the new password is entered, the user is prompted to enter it again. This is
done for verification purposes and to ensure the user didn't make a typing error. If the second
password does not match the first, the password is not changed and the user is returned to the
shell.

If a user forgets his or her password, the user must seek the assistance of the administrator.
The administrator can change any other user’s password by invoking passwd with an
argument of the user’s login name.

As mentioned previously, there is an option when creating an account to disallow user changes
to his or her password. In this case only the administrator, as superuser, can change the user
password.

321 H3064S A.03
© 1999 Hewlett-Packard Company



Module 3
Creating and Managing User Accounts

If, for some reason the root password needs to be changed, the administrator should invoke
passwd while logged in as superuser.

When changing or assigning a password as a user, note the following:

e Passwords must contain at least 6 characters. Though a password may be assigned more
characters, only the first eight are significant.

e Passwords must contain at least two alpha characters (upper or lower case) and at least one
numeric or special character. This enforces a certain level of security within the password
structure.

NOTE: When you use the passwd command, a copy of the old /etc/passwd file
is saved in /etc/opasswd.

You can also use the passwd command to change password aging for an account.

passwd -n min -X max name
min and max are expressed in days but will be rounded up to the nearest week. The -£ option
may be used subsequently (after aging), which forces a user to change his or her password at
the next login.
Examples:
Enforce password aging for the account fontana:

passwd -n 7 -x 35 fontana

Force the user buddy to change his password at the next login:

passwd -f buddy
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3-11. REVIEW: Check Your Understanding

Directions

Write the answers to the following questions.

1. What steps is SAM taking when performing the following tasks?
Adding a new user
De-activating a user
Modifying a user’s information

Adding a new group

2. Describe the 7 fields of the /etc/passwd file

3. Describe the fields of the /etc/group file.

4. What does it mean to set up groups? Explain.
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3-12. LAB: Hands-On Adding Users

Directions

Perform the following tasks. Write the commands you use, and the answers to any questions
that are asked.

1. Invoke saM and add a user to your system. (You must be superuser to invoke SAM.) Use
your name as a user name. Assign the user to a group called class and give him or her the
POSIX shell.

Now, exit SAM and look at the /etc/passwd and /etc/group files. Do you see the user you
added?

2. Add a user to the system using HP-UX commands. This time, use your partner's name as
the user name. (If you don’t have a partner, pick any name.) Use a group called class and
give the new user the C shell.

Look at the /etc/passwd and /etc/group files. Do you see the user added? Assign a
password for the new account.

3. Run the commands to check the integrity of the /etc/passwd and the /etc/group files.
Discuss your findings with the instructor.

4. Add a user called date that executes the date command. What would happen if you tried
to log in using the user name date?

5. Use SAM to deactivate one of the new accounts you set up using SAM. Is the account still
listed in /etc/passwd?
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Module 4 — Customizing User Accounts

Objectives

Upon completion of this module, you will be able to do the following:
e List configuration files read during the login process.

e Change the user’s default PATH.

« Change the user’s default terminal type.

e Change the user’s prompt string.

« Change the user’'s command line editor.

e Change the user’s default printer.

« Manage default configuration files in /etc/skel.
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4-1. SLIDE: Why Customize a User Account?

Why Customize a User Account?

¢ Set the user’s terminal type.

¢ Customize the user’s prompt.

* Set the user’s default printer.

¢ (Customize the user’s PATH variable.
* Define a command line editor.

a66912

Student Notes

Simply creating an entry for a user in /etc/passwd and /etc/group may not give the user
all the functionality needed.

You may need to define the user’s terminal type so applications can properly write to the
user’s screen.

You may want to customize the user’s prompt. Many users like the present working
directory to appear in the prompt string.

Although the system administrator defines a system default printer, individual users may
choose to select a different default destination printer.

If the user accesses third party applications, you may need to modify their PATH variable so
their shell can find the application executables.
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« Some special configuration is required if the user wishes to use command line editing and
the command history mechanism. You may wish to configure this functionality for new user
accounts.

4-3 H3064S A.03
© 1999 Hewlett-Packard Company



Module 4

Customizing User Accounts

4-2.

SLIDE: Some Sample Customizations

Some Sample Customizations

export TERM='vt100’

export PSl=’'$PWD §$'

export LPDEST='laser’

export PATH=$PATH:/usr/local/bin
export EDITOR=vi

export HISTSIZE=50

export HISTFILE=~/.sh_history

26973

Student Notes

All of the

features mentioned on the previous slide are configured via "environment variables"

that are set during the login process. Some of the most commonly modified environment

variables are listed below:
TERM: The TERM variable defines the user’s terminal type. If the TERM variable is set
incorrectly, applications may not be able to write to the user’s terminal properly.
Valid terminal types are listed in the /usr/lib/terminfo/* directories. You
can explicitly set an appropriate TERM value using a command similar to the
following:
export TERM=vt100 # for a vtl00 type terminal
export TERM=hp # for an HP ASCII terminal
export TERM=dtterm # for a dtterm terminal emulator window
More commonly, however, the TERM variable is set using the ttytype
command, which can usually automatically determine your terminal type. The
H3064S A.03 4-4
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PS1:

LPDEST:

PATH:

EDITOR:
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following portion of code can be included in one of the scripts that runs at login
to set your terminal type for you:

if [ "STERM" = "" -o \
"STERM" = "unknown" -o \
"STERM" = "dialup" -o \
"STERM" = "network" ]
then

eval ‘ttytype -s -a‘
fi
export TERM

The PS1 variable defines your shell prompt string. This, too, can be changed by
the user. Some useful sample PS1 values are shown below:

export PSl=’'sS ’/ # Use a simple "$ " prompt
export PS1l=’'SPWD S’ # Include the user’s pwd in the prompt
export PS1=’S$SPWD (SLOGNAME) $’ # Include the user’s username, too

LPDEST defines the user’s default printer. The printer named in LPDEST takes
precedence over the system-wide default printer configured by the system
administrator. Examples:

export LPDEST=laser # use "laser" as the default printer
export LPDEST=printera # use "printera" as the default printer

Every time the user enters a command, the shell must find the executable
associated with the requested command. The PATH variable contains a ":"
separated list of directories that the shell should search for executables. If users
need access to new applications and utilities, you may need to modify their
PATH variables. You can append a new directory to the user's PATH using

syntax similar to the following syntax:

PATH=$PATH: /usr/local/bin # adds /usr/local/bin
# to the existing PATH

The initial PATH variable value usually taken from the /etc/PATH file.
Oftentimes installing an application automatically updates the /etc/PATH file
for you, so it may not be necessary to update individual users’ PATHs.

Three variables must be defined if your users want to use command line editing:
export EDITOR=vi

export HISTFILE=~/.sh history
export HISTSIZE=50
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EDITOR defines the user’s preferred command line editor. emacs and vi are the
only allowed values. HISTFILE determines the file that should be used to log
commands entered by the user. HISTSIZE determines the number of commands
retained in the shell's command buffer.

These are just some of the more commonly defined environment variables that you can define
for your users. Other environment variables are defined in the man page for the POSIX shell
(man 1 sh-posix), and still others may be required by your applications.

Environment variables can be set from the command line, but are more commonly defined in
the login configuration files, which will be covered later in this chapter.
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4-3. SLIDE: Customizing ASCII Logins

Customizing ASCII Logins

Login screen

/etc/csh.login System login script /etc/profile

~/login Personal login script ~/.profile

~/.cshrc ~/.shrc or kshrc (optional)

Login complete!

a7029

Student Notes

Although environment variables used to customize a user’s login environment can be defined
from the command line, they are more commonly defined by several scripts that execute
during the login process. Typically, three scripts execute during an ASCII terminal or telnet
login process to initialize the user’s environment.

The first is a system-wide script maintained by the system administrator to define general
environment variables required by all users.

The second is a local login script maintained by each user. Local login scripts can override or
modify the system defaults on a user-by-user basis.

The optional additional local login script can define additional environment variables or set
additional shell features. In the POSIX shell, this additional script is often used to define shell
aliases.

The login script names vary from shell to shell. A detailed discussion of the login scripts used
by the POSIX, Korn, and C shells follows:
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The Shell Environment Initialization Sequence

1. The shell runs the appropriate system login script, which initializes the user’s
environment. The system login scripts define a default environment, and can be

customized by the system administrator.

If the Shell is... The System Login Script is...
Bourne (/usr/o0ld/bin/sh) /etc/profile
Korn (/usr/bin/ksh) /etc/profile
POSIX (/usr/bin/sh) /etc/profile
Restricted (/usr/bin/rsh , /usr/bin/rksh) /etc/profile

C (/usr/bin/csh)

/etc/csh.login

As shipped, these scripts define and export for shell use the environment variables PATH,
TZ, and TERM. Inside these scripts, the files /etc/PATH, /etc/MANPATH, /etc/TIMEZONE,
/etc/SHLIB PATH are sourced. Since the system login scripts are run for all users at
login, the system administrator can modify these files to set global defaults for all users.
This is useful for ensuring that each user runs essential commands at login.

2. The shell runs the user’s local login script (if it exists) in the user’'s home (login) directory:

If the Shell is ... The Local Login Script is ...
Bourne (/usr/old/bin/sh) .profile
Korn (/usr/bin/ksh ) .profile
Posix (/usr/bin/sh .profile
Restricted (/usr/bin/rsh , /usr/bin/rksh) | .profile
C (/usr/bin/csh) .login

NOTE:

Typically, the system administrator initially creates a local login script

for each user. If SAM or useradd is used to add a user, it copies the
default local login script (the /etc/skel/.profile) to the user's home
directory. Users can further customize their environments by modifying

these files to suit their needs.

3. In addition to the above scripts, the POSIX, Korn and C shells may (and usually do) have

additional local login scripts:

— POSIX and Korn shell — if the ENV variable is defined, the shell runs the file defined
by ENV (typically, .shrec whenever a new shell is started. Many programs (for
example, vi and mailx) allow users to start a shell from within the program; this is
called a shell escape. The ENV file is rerun for a shell escape, whereas .profile is run
only at login. The ENV file (either .kshrc or .shrc) will be executed after .profile

executes upon login.
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— C shell — Runs the .cshrc file whenever a new C shell is started. This is similar to
how the Korn shell ENV file works. The .login file is run only at login, whereas
.eshre is rerun for every new C shell. The .eshre file will be executed before the
.login upon login.
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4-4, SLIDE: Customizing CDE Logins

~ Customizing CDE Logins

CDE login screen

CDE login script

Personal CDE login script

Personal login script

Personal shell startup script

Login complete!

/etc/dt/config/Xstartup

/etc/profile (optional)

~/.dtprofile

~/.profile (optional)

~/.shrc or ~/.kshrc (optional)

a70210

Student Notes

The CDE login process is entirely different from the login process used by telnet and ASCII

terminal sessions:

1. The /usr/dt/bin/dtlogin program is responsible for displaying the CDE login screen
and validating user names and passwords. The color and appearance of the dtlogin screen
may be customized by copying /usr/dt/config/Xconfig to /etc/dt/config/
Xconfig, and manually editing the file.

2. Next, the /usr/dt/config/Xstartup program sets initial values for the DISPLAY,
HOME, PATH, USER, SHELL, and TZ variables. This is a system-wide script that

executes anytime any user logs in via CDE. If you wish, you may copy

/usr/dt/config/Xstartup to /etc/dt/config/Xstartup and define additional

environment variables as you would in /etc/profile.

3. The final script that executes by default at CDE login is the user’s personal
~/.dtprofile. This script contains little but comments by default, but the user may

define additional environment variables in this script if desired.

H3064S A.03
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Note that, by default, /etc/profile, ~/.profile, and ~/.shrc are not referenced during
the CDE login process!

Executing /etc/profile During CDE Login

Although /etc/profile doesn't run by default during CDE login, you may want to force it to
run so users have the same environment variables defined whether they login via an ASCII
terminal or CDE. To force CDE to run /etc/profile, create a link to /etc/profile in the
/etc/dt/config/Xsession.d directory. CDE automatically executes all scripts in
Xsession.d during the login process. Make sure the scripts in this directory have both "r"

and "x" permission.

# 1n /etc/profile /etc/dt/config/Xsession.d/profile
# chmod +rx /etc/dt/config/Xsession.d/profile

Executing ~/.profile During a CDE Login

By default, CDE executes the ~/.dtprofile script at login rather than ~/.profile. If you
wish to execute users’ ~/.profile scripts in addition to ~/.dtprofile during CDE login, do
the following:

First, you must ensure that your users’ .profile scripts are CDE-safe. Make sure that stty,
tset, ttytype, and other ASCII-terminal related commands only execute during terminal or
telnet logins. Do this by enclosing such commands within an if statement as shown below:

# vi ~/.profile

if [ ! "sDT" ]; then
TERM=S$ (ttytype)
stty erase "“H" kill "*U" intr "“C" eof "*D" susp ""2"
stty brkint hupcl ixon ixoff

fi

Once your users’ .profile scripts are CDE-safe, you will need to ensure that the
DTSOURCEPROFILE variable is set to "true" in ~/.dtprofile. Setting this variable to true
causes CDE to read a user's .profile in addition to their .dtprofile.

# vi /etc/profile

export DTSOURCEPROFILE=true

Executing ~/.shrec During a CDE Login

In order for ~/.shrc to execute, the ENV variable must be defined. If you have already
ensured that .profile executes at CDE login, then you may define ENV in ~/.profile. If
you have not configured .profile to execute at CDE login, then define ENV in ~/
.dtprofile. In either case, the variable should be defined as follows:

export ENV=~/.shrc
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4-5. SLIDE: The /etc/skel Directory

~— The /ete/skel Directory

—1 .profile —] .profile
| .login | .login
| .cshre | .cshrc

266916

Student Notes

When a new user account is created with SAM or useradd, default configuration files are
copied from the /etc/skel directory to the new user’'s home. Several files are included in /
etc/skel by default:

/etc/skel/.profile
/etc/skel/.login
/etc/skel/.cshrc
/etc/skel/ .exrc

# ksh/posix local login script

# csh local login script

# csh additional login script

# vi startup configuration file

If you wish to change the default configuration files that are copied to new users’ home
directories, modify the files in /etc/skel. Note that changes made in /etc/skel won't affect
existing users’ home directories.

Additional files can be copied into /etc/skel as well, if your applications require
configuration files in users’ home directories.
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4-6. LAB: Customizing User Accounts

Part I. Customizing Accounts via .profile

1. Modify the appropriate configuration file so that root will have access to command line
editing at next login.

2. Modify the appropriate configuration file so that the system administrator’s shell prompt
displays the present working directory and user name after the next login.

3. If your system is running CDE, modify root's CDE login script to ensure that the system
consults your .profile at next login.

4. Over the course of this week, you will run several scripts in the /labs directory. There
should be a program in your /labs directory called xroach. The program shows cockroaches
scurrying under a window. What message do you get when you run xroach from your home
directory with the following options?

xroach speed 2

5. Do whatever is necessary to ensure that you can run xroach (with the same options) and
the other executables in /labs from any directory.

6. Log out, then log back in again to see if your changes were successful.
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Part Il: Customizing New Accounts via /etc/skel

1. New users added to your system may appreciate having access to the same functionality
you configured for root in Part | of this lab. How can you ensure that all new user accounts
have the same custom functionality you configured for root in Part 1? Make it so.

2. .profile will be read only if your new users have a modified .dtprofile, too. How can
you ensure that new home directories automatically get a copy of the modified .dtprofile
that you created in Part 1? Make it so.

3. Create a new user account using SAM or useradd; then log in as that new user and see if
your customizations worked.

4. Do changes to /etc/skel affect already-existing accounts? Try logging in as user24 to
find out. Does user24 have the custom prompt you configured in /etc/skel/.profile?
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Module 5 — Guided Tour of the HP-UX File
Hierarchy

Objectives
Upon completion of this module, you will be able to do the following:
e Describe the reasons for separating dynamic and static file systems.

e Describe the key contents of /sbin, /usr, /stand, /etc, /dev, /var (OS-related
directories).

e Describe the key contents of /opt, /etc/opt, and /var/opt (application-related
directories).

e Use find, whence, and whereis to find files in the HP-UX file system.
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5-1. SLIDE: Introducing the File System Paradigm

~ Introducing the File System Paradigm

Executables er)plication
Static Files Libraries
System startup
. (O]
Conﬁgurat10n< Application
Dynamic Files Temporary (O]
Application
User

266917

Student Notes

Many HP-UX system administration tasks require the administrator to find and manipulate
system and application configuration and log files. Understanding the philosophy behind the
organization of the file system will ensure that you can successfully find the resources you
need to perform administration tasks.

Files in the HP-UX file system are organized by various categories. Static files are separated
from dynamic files. Executable files are separated from configuration files. This philosophy
provides a logical structure for the file system and simplifies administration as well.

HP-UX Separates Static and Dynamic Portions of the File System

Files and directories in HP-UX may be categorized as static or dynamic. The contents of
static files and directories rarely change, except when patching or installing the operating
system or applications. Executable files, libraries, and system start-up utilities are all
considered to be static.
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Dynamic files and directories change frequently. They are stored in a separate portion of the
file system. Configuration, temporary, and user files are all considered to be dynamic.

Separating dynamic and static data offers the following advantages:
e System backups are easier.

e Disk space management is simplified.

HP-UX Separates Executable Files from Configuration Files

Configuration data is kept separate from the executable code that uses that data. Separating
executable files from configuration files offers the following advantages:

« Changes made to configuration data are not lost when updating the operating system.

e Executable files can be easily shared across the network, while host-specific configuration
data is stored locally on each host.

HP-UX Follows the AT&T SVR4 Standard File System Layout

Though there are minor differences from vendor to vendor, the file system layout used in
HP-UX is very similar to that used in other flavors of UNIX . This simplifies administration
tasks for administrators with responsibilities on multiple vendors’ machines.
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5-2. SLIDE: The File System Layout

~ The File System Layout

DYNAMIC FILES

266918

Student Notes

The shaded directories in the diagram on the slide contain static data, while unshaded
directories in the diagram contain dynamic data. The sharable portion of the operating
system is located beneath /usr and /sbin. Only the operating system can install files into
these directories. Applications are located beneath /opt.

The directories /usr, /sbin, and the application subdirectories below /opt can be shared
among networked hosts. Therefore, they must not contain host-specific information. The
host-specific information is located in directories in the Dynamic area of the file system.
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General definitions for these directories are:

Directory
/usr
/sbin
/opt
/etc
/dev
/var
/mnt

/ tmp
/stand

/home

Definition

Sharable operating system commands, libraries, and documentation.
Minimum commands needed to boot the system and mount other file systems.
Applications.

System configuration files. No longer contains executable files.

Device files.

Dynamic information such as logs and spooler files (previously in /usr).
Local mounts.

Operating System temporary files.

Kernel and boot loader.

User directories.

A Closer Look at /usr

The /usr directory contains the bulk of the operating system, including commands, libraries
and documentation. The /usr file system contains operating system files, such as executable
files and ASCII documentation.

The allowed subdirectories in /usr are defined below; no additional subdirectories should be

created.

Examples of files that live here are

/usr/bin Operating system user commands

/usr/conf Kernel configuration

/usr/contrib Contributed software

/usr/lbin Back-ends to other commands

/usr/local User-contributed software

/usr/newconfig Default operating system configuration data files
/usr/sbin System administration commands

/usr/share Architecture independent sharable files
/usr/share/man Operating system man pages

/usr/share/doc White papers on technical topics
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A Closer Look at /var

The /var directory is for multipurpose log, temporary, transient, variable sized, and spool
files. The /var directory is extremely variable in size, hence the name. In general, any files
that an application or command creates at runtime, and that are not critical to the operation
of the system, should be placed in a directory that resides under /var. For example, /var/adm
will contain log files and other runtime-created files related to system administration. /var
will also contain variable size files like crontabs, and print and mail spooling areas.

In general, files beneath /var are somewhat temporary. System administrators that wish to
free up disk space are likely to search the /var hierarchy for files that can be purged. Some
sites may choose not to make automatic backups of the /var directories.

Examples of files that reside here are

/var/adm Common administrative files and log files.

/var/adm/crash Kernel crash dumps.

/var/mail Incoming mail.

/var/opt/ Application-specific runtime files (e.g. logs, temporary files). Each
application will have its own directory.

/var/spool Spooled files used by subsystems such as 1p, cron, software
distributor.

/var/tmp Temporary files generated by commands in the /usr hierarchy

A Closer Look at /var/adm

This directory hierarchy is used for common administrative files, logs, and databases. For
example, files generated by syslog(3C), files used by cron (1M), and kernel crash dumps
will be kept here and in subdirectories.

Examples of files that reside here are

/var/adm/crash Kernel crash dumps will be located in this directory.

/var/adm/cron Used for log files maintained by cron. cron is a subsystem that
allows you to schedule processes to run at a specific time or at regular
intervals.

/var/adm/sw Used for log files maintained by the Software Distributor.

/var/adm/syslog System log files. Applications as well as the kernel can log messages

here. The syslogd daemon is responsible for writing the log
messages. The behavior of the syslogd daemon can be customized
with the/etc/syslog.conf file. The name of the default log file is
/var/adm/syslog/syslog.log. At boot time this file is copied to
OLDsyslog.log, and a new syslog.log is started. The
syslog.log file is an ASCII file.
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This file contains a history of all invocations of the switch user
command. sulog is an ASCII log file.

This file contains a history of successful logins. This file is not ASCI|I.
The last command is used to display this information. The wtmp file
will continue to grow and should be trimmed by the administrator
from time to time.

This file contains a history of unsuccessful logins. This file is not
ASCII. The 1lastb command is used to display this information. The
btmp file will continue to grow and should be trimmed by the
administrator from time to time.

This file contains a record of all users logged onto the system. This
file is used by commands such as write and who. This file is not an
ASCII file and can not be directly viewed.
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5-3. SLIDE: Application Directories

~ Application Directories

Static Dynamic

/etc/opt/<appl>
/var/opt/<appl>

(Looks like /usr)

2538250

Student Notes

Each application will have its own subdirectory under /opt, /etc/opt, and /var/opt. The
sharable, or static, part of the application is self-contained in its own /opt/application
directory, which has the same hierarchy as the operating system layout:

/opt/application/bin User commands
/opt/application/share/man man pages
/opt/application/1lib Libraries
/opt/application/lbin Back end commands
/opt/application/newconfig Master copies of configuration files

The application’s host-specific log files are located under /var/opt/application, and
host-specific configuration files are located under /etc/opt/application.
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5-4. SLIDE: Commands to Help You Navigate

~ Commands to Help You Navigate

find Searches the file hierarchy

whereis Locates source, binaries, and man pages
which Locates an executable in your PATH
file Determines file type

266919

Student Notes

As a system administrator, you will need to reference files in directories all over the HP-UX
file system. HP-UX offers several tools for finding the files and executable files you need to
perform administration tasks.

The £ind Command

The £ind command is a powerful tool for system administrators. It searches the file hierarchy
starting at a specified point and finds files that match the criteria you select. You can search
for files by name, owner, size, modification time, and so on. £ind also allows you to execute a
command with the files found used as an argument.

Examples

= Find all files belonging to the user greg:

# find / -user greg
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e Find files in /tmp that have not been accessed in 7 days:
# find /tmp -type f -atime +7
« Remove core files:

# find / -name core -exec rm { }\;

The whereis Command

The whereis command is useful when you receive "not found" error messages. It searches a
predefined list of directories. By default, whereis looks for source, binaries, and man pages.
You can limit the search to binary files by using the -b option.

Example

# whereis -b sam
sam: /usr/sbin/sam

The which Command
The which command is useful for determining which version of a command will be used. Some

commands have multiple homes. Which version you execute is determined by the order of the
directories in your PATH variable.

The file Command

The £ile command performs a series of tests on a file and attempts to classify it. It can be
useful for determining if a command is a shell script or a binary executable.

Examples

# file /sbin/shutdown
/sbin/shutdown: s800 shared executable

# file /sbin/rc
/sbin/rc: ascii text

The strings Command

The strings command is useful when trying to find information in a binary file. It will print
any printable characters in the file.
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5-5. LAB: HP-UX File System Hierarchy

Directions
Answer all the questions below.
1. Which of the following directories are dynamic?
/etc
/usr
/sbin
/dev

/tmp

2. Viewing a report on your disk space usage, you note that /usr, /var, and /opt are all
nearing 90% capacity. Which of these directories should you be most concerned about? Why?

3. Match the directory with its contents:

1. /usr/share/man A. kernel, boot loader

2. /stand B. system configuration files

3. /var/adm C. shareable operating system commands
4. /etc D. man pages

5. /usr E. application directories

6. /opt F. common admin files and logs

4. Where would you expect to find the cp and rm OS user executables? See if you are correct.
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5. Where would you expect to find the sam, useradd, and userdel executables? See if you
are correct.

6. The pre init rc utility executes in the early stages of the system start-up procedure to
check for file system corruption. Where would you expect to find this executable? See if you are
correct.

7. There is a system log file that maintains a record of system shutdowns. Where would you
expect to find the shutdown log file? See if you are correct.

8. In which directory would you expect to find the "hosts" configuration file, which contains
network host names and addresses? See if you are correct.

9. Though many utilities and daemons maintain independent log files, many daemons and
services write their errors and other messages to a log file called syslog.log. See if you can
find the path for this file, then check to see if any messages have been written to the file in the
last day.

10. Use the whereis command to search for the xclock executable. The executable is
actually under /usr/bin/X11/xclock. Did whereis find this executable? Explain.
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11. Find all of the files (if any) under /home that are owned by root.

12. (Optional) Find all the files under /tmp that haven't been accessed within the last day.

13. (Optional) Find all the files on your system that are greater than 10000 bytes in size. If
you needed to make some disk space available on your system, would it be safe to simply
remove these large files?
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Module 6 — Connecting Peripherals

Objectives

Upon completion of this module, you will be able to do the following:

e Describe the difference between workstations and servers.

e Define the following terms: bus, device adapter/interface, hardware path.
e Compare and contrast the purpose of SCSI, serial, MUX, and parallel interfaces.
= View the current hardware configuration with ioscan.

e Use ioscan output to create a hardware diagram of the system.

e List the steps required to install a new interface card.

e List the steps required to connect a new SCSI, serial, or parallel device.
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6-1. SLIDE: The HP 9000 Product Family

~ The HP 9000 Product Family

Servers
Series 800

Workstation
Series 700

2538183

Student Notes

The HP 9000 product family encompasses both server and workstation platforms. Each
platform has a wide range of models. Some of the differentiating factors between models are:

number of CPUs

processor speed

1/0 expandability

graphics capabilities

For assistance in choosing the right model visit the HP Web Site at http://www.hp.com, Or
contact your local HP sales representative.
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HP 9000 Servers

The HP 9000 server product line contains the broadest range of RISC systems in the UNIX
market. The servers are designed to meet diverse business needs and to provide customers
with a long-term growth path. All servers use the same HP-UX operating system and provide
object-code compatibility across the entire product line.

HP 9000 Workstations

The HP 9000 workstation family includes a full range of workstations—from entry-level price/
performance leaders, to mid-range workhorses, to high-end performance superstars and a
complete family of X stations and terminals, as well as a full range of graphics systems.

HP 9000 workstations are built on open systems standards, and they are fully upward- and
downward-compatible—within the workstation family as well as with HP’s servers. That’s
because both the families are based on HP’s powerful PA-RISC processor architecture and the
UNIX-based HP-UX operating system.

Upgrade Paths

Customers often find that as their business grows, their transaction volumes demand greater
capacity and performance. Hewlett-Packard provides a comprehensive upgrade program that
protects customers’ investments in hardware, software and training. The upgrade program
includes simple board upgrades, system swaps with aggressive trade-in credits, and

100 percent return credit on most software upgrades.

PA-RISC

All HP 9000 systems use HP’s Precision Architecture RISC (PA-RISC) technology to provide
high performance and reliability. PA-RISC is built upon Reduced Instruction Set Computing
(RISC) principles, a design approach that delivers greatly simplified computers that are
optimized to provide the highest performance for a given integrated circuit technology. The
inherent simplicity of PA-RISC implies that computer systems can be implemented with fewer
components to achieve superior reliability when compared to older Complex Instruction Set
Computer (CISC) systems.
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6-2. SLIDE: 1/0 Architecture Terminology

~ 1/O Architecture Terminology

CPU/Memory

Device
Adapter

Bus Bus

ab38184

Student Notes

In order for data to move between a device and memory it must travel through several
different types of hardware. Devices are connected to the system via device adapters, also
known as interface cards. The processor and memory use buses to communicate with the
device adapters. In many systems the bus that the processor and memory sit on is much faster
than the device adapters can handle. In these systems a bus converter is used to step down to
a bus that operates at a speed the device adapter can handle.

Definitions

Device Adapter  Also known as an interface card or host adapter. This is an accessory
card that is either integrated into the system or plugs into slots on the
1/0 system. Device adapters make the link that enables systems to
communicate with external peripherals. Some device adapters
accommodate multiple devices, others do not.
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Internal Bus

External Bus

Bus Converter
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A bus is circuitry through which data travels between hardware modules
(CPU, memory, device adapters) within the system. Some buses are
internal buses, while others are external.

The electronic path that connects the various areas of the SPU and
allows data to flow throughout. Some models have several different
internal buses joined by bus converters to facilitate efficient data flow
between areas that operate at different speeds.

A mechanism (like a cable) that can connect many like devices to one
interface card. This is how devices like disks and tape drives are attached
to the system.

An internal interface between higher and lower speed buses. Some
models have multiple levels of buses with varying speeds. Bus adapters
are similar to bus converters, but are designed for non-PA-RISC
architecture buses.
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6-3. SLIDE: I/O Expansion

— /O Expansion

Workstations Servers
EISA GSC HP/PB HSC EISA
Device Device
Adapter Adapter

2538185

Student Notes

We have seen that devices connect to the system via device adapters. All systems come with
an integrated multifunction 1/0O Card (MFIOC). The MFIOC (also known as Core 1/O, or
personality card) contains multiple device adapters. Examples of interfaces that may be
included are:

e SCSI

e LAN

e Parallel Centronics

e FDDI

e Serial (RS-232)

e Audio
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e MUX
e HIL (Keyboard/Mouse)

If you need to add more devices than can be accommodated by the MFIOC you must purchase
expansion cards. The cards plug into slots. On the servers you can see these slots from the
backplane. On the workstations you must open the cabinet. The HP 9000 series systems
utilize several different types of 1/0 architectures. When ordering expansion cards you must
choose the card for the correct type of 1/0O bus. The following are different types of 1/O buses
for which expansion cards can be ordered:

EISA Extended Industry Standard Architecture. Until recently this type of 1/O bus
was available on workstations only. Some of the newest models of servers
now support EISA. The number of EISA slots varies by model. When cards
are plugged into the EISA slots they must be configured using the
eisa config utility.

GSC General System Connect. This type of 1/O bus is available only on the newer
workstations (beginning with the J-Series). This is a very fast bus, well
suited for the graphics cards available on the workstations.

HP-PB Hewlett-Packard Precision Bus. This type of 1/O expansion is available only
on the servers. The number of HP-PB expansion slots varies widely by
model, from 2 to over 100.

HSC High Speed System Connect. This type of 1/O bus is available only on the
newer servers (beginning with the K-series). As the name implies the HSC
bus is faster than an HP-PB bus. There are a limited number of device
adapters that can run on this bus. The HSC bus is the servers version of the
GSC bus.

PCI PCI is an industry standard bus architecture. The newer machines in both
the workstation and server family support PCI. This includes the B-class,
C-class, X-class, S-class families. PCI support is introduced in HP-UX release
10.20.
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6-4. SLIDE: Device Adapters

~ Device Adapters

SCSI Small Computer System Interface. There are three SCSI-2
interfaces available: Single-ended, Differential, and Fast and Wide.

Supports SCSI disks, DDS tape drives, CD-ROM drives,
MO drives, quarter inch cartridges (QIC), 8mm tapes and IBM
3480-compatible drives

MUX Multiplexer. Supports serial terminals, printers, plotters,
modems, and Access Port.

LAN/9000 Local Area Network. For IEEE 802.3 and Ethernet networks.

FDDI Fiber Distributed Data Interface. High-speed local area network

2538186

Student Notes

I/0 interfaces (or device adapters) connect external devices to the bus. This slide lists some
commonly used 1/O interfaces (or device adapters).

We will be taking a closer look at the different types of SCSI interfaces.
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6-5. SLIDE: Types of SCSI

i
Types of SCSI
Other names bus is known | 'Standard SCSI' 'Fast' 'Differential-Wide'
by 'SCSTI, 'SCSI-2' 'Fast/Narrow' 'F/W-SCSI'
'SE-SCSI' 'Diff-SCSI' 'Fast and Wide'

Compatible with the NO! NO! NO!

other SCSI bus types?

Bus Transfer Rate 5 MBytes/s 10 MBytes/s | 20 MBytes/s
Data Bus Width 8 bits 8 bits 16 bits

# Connector Pins 50 pin 50 pin 68 pin

Max. cable length 6 meters 25 meters 25 meters

Maximum Devices on 7 7 15

Interface

2538187

Student Notes

Fast/Wide SCSI is the fastest of the SCSI types. It is standard on some models and is also
available as an expansion card. Fast/Wide cards can be purchased for EISA, GSC, HSC and
HP-PB buses. Only Fast/Wide disks and disk arrays are supported on a F/W SCSI card.
Single Ended SCSI is slower than fast wide and supports fewer devices per interface card. It
supports disks, tapes, and CD-ROM. Single-ended SCSI comes standard on all models.
Expansion cards can be purchased for EISA and HP-PB.

Differential SCSI, also known as Fast/Narrow, is used for connecting Models 420SA and
1350SA disk arrays and digital linear tape drives.

SCSI Guidelines

e There are 7 SCSI device addresses (0-6) available for each Single-ended, and Differential
SCSI card, and 15 devices addresses (0-6,8-15) available for each Fast and Wide SCSI card.

e On Single-ended and Differential SCSI address 6 is the highest priority and 0 is the lowest
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« When Fast and Wide SCSI were introduced, the goal was to maintain that priority scheme.
This makes for a somewhat confusing priority sequence with 15 devices. For Fast and Wide
SCSI interfaces, the priority scheme is as follows:

(highest priority) (lowest priority)
e All SCSI controller interfaces use bus address 7, so this cannot be used for a device.

e Most SCSI devices use one SCSI address, but the Optical Disk Library System (HP C1700A)
uses 3 addresses (two for the MO drives and one for the AutoChanger). The HP 5000 printer
requires its own SCSI card, with one device per card.

e Different SCSI devices (disks and tapes) can be on the same SCSI bus.

e The last SCSI device on a SCSI bus must have a terminator. This terminator provides
matching impedance on the bus circuits. Without a terminator, the devices on the bus will
not work properly. There are two types of SCSI terminators: high-density terminators and
low-density terminators. These terminators are electrically the same, but mechanically
different. In other words, if the high-density terminator won't fit on your device, you are
safe if you use a low-density terminator and vice versa.

= Do not connect, disconnect, or power off any SCSI devices while the system is running.
Doing so may corrupt data being transmitted on the SCSI bus.

CAUTION: HP does not support mixing Fast/Wide, Differential or Single Ended
devices on the same bus.
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6-6. SLIDE: SCSI Device Power Up Guidelines

~ SCSI Device Power Up Guidelines

¢ DONOT
— Connect or disconnect any device while the system is running
— Turn power on or off to any device while the system is
powered-up
e DO
— Power on and complete self-tests on all peripherals before
powering on SPU

— Change bus addresses with device powered off

2538188

Student Notes

You will need to follow these SCSI device power up guidelines when changing the bus address

on a SCSI device:

« Do not connect or disconnect any device while the system is running.

Do change bus addresses only with device powered off.

6-11

Do not turn power on or off to any device while the system is powered-up.

Do power on and complete self-tests on all peripherals before powering on SPU.

H3064S A.03
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6-7. SLIDE: Viewing the Configuration with ioscan

= Viewing the Configuration with ioscan

# ioscan # short listing of all devices

# ioscan -f # full listing of all devices

# ioscan -fH 8/12.2.0 # full listing of device at 8/12.2.0
# ioscan -fC disk # full listing of "disk" class devices
Class I H/W Path Driver S/W State H/W Type Description
disk 0 8/12.2.0 sdisk CLAIMED DEVICE SEAGATE
disk 1 8/12.3.0 sdisk CLAIMED DEVICE SEAGATE
disk 2 8/12.4.0 sdisk CLAIMED DEVICE SEAGATE
disk 3 8/12.5.0 sdisk CLAIMED DEVICE SEAGATE
disk 4 8/12.6.0 sdisk CLAIMED DEVICE SEAGATE
disk 5 8/16/5.3.0 sdisk CLAIMED DEVICE Toshiba CD

2538190

Student Notes

During the system boot process, the kernel scans the system hardware to determine which
devices are available. This scan should recognize any new interface cards or SCSI devices that
have been connected to your system. You can check to see if your newly added device or card
was recognized by executing the /usr/sbin/ioscan command. ioscan displays a list of all
devices connected to the system.

When executed without any options or arguments, ioscan displays

e each device’s hardware path

e each device's "class" (disk, tape, lan, etc.)

= a brief description of each device

Additional options on ioscan allow you to view even more information, as shown on the slide.
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Useful Variations on ioscan

# ioscan

# ioscan

# ioscan

# ioscan

# ioscan

Scans hardware and lists all devices and other hardware
devices found. Shows the hardware path, class, and a brief
description of each component.

Scans and lists the system hardware as before, but displays a
"full" listing including several additional columns of
information. The "S/W State" column, in particular, is useful
when trying to determine if the proper kernel drivers are
installed.

-fH 8/12.2.0 Shows a full listing for the device at the specified hardware

address. This is useful on a large system if you just need to
view information about a single device.

-fC disk Lists devices of the specified class only. Two other common

-fn

classes are "tape" and "lan".

Lists device file names associated with each device. Device files
are discussed at length in the next chapter.

Fields in the ioscan Output

Interpreting ioscan output

Class

Instance

H/W Path

Driver

S/W state

Hardware
Type

Description

A device category, defined in the files located in the
directory /usr/conf/master.d. Examples are disk, printer, and tape.

The instance number associated with the device or card. It is a unique
number assigned to a card or device within a class. If no driver is available
for the hardware component or an error occurs binding the driver, the kernel
will not assign an instance number and a (-1), is listed.

A numerical string of hardware components, notated sequentially from the
bus address to the device address. Typically, the initial number is appended
by slash (/), to represent a bus converter (if required by your machine), and
subsequent numbers are separated by periods (.). Each number represents

the location of a hardware component on the path to the device.

The name of the driver that controls the hardware component. If no driver is
available to control the hardware component, a question mark (?) is
displayed in the output.

The result of software binding. CLAIMED means the driver for this device
was successfully bound to the device. UNCLAIMED means no driver was
found in the kernel for this device. See the ioscan man page for further
explanation.

Entity identifier for the hardware component.

Description of the device.
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Troubleshooting with ioscan -£

After adding an interface card or SCSI device to your system, you should do an ioscan to see
if your system recognizes the device.

First, simply check to see that your new device appears in the ioscan output. If not, shutdown
your machine and check to ensure that all the cables are connected properly. In the case of an
interface card, ensure that the card is firmly inserted in the interface card slot in the
backplane of your machine.

Next, ensure that the hardware path is correct. Did you set the correct SCSI address? Add the
device and its hardware path and description to the hardware diagram in your system log book.

Assuming your device has been connected with the proper SCSI address, check the "S/W
State" column in the ioscan - £ output. In order to communicate with your new device or
interface card, your kernel must have the proper device drivers configured. If the proper driver
already exists in your kernel, the "S/W State" column should say "CLAIMED". If this isn't the
case, you will have to add the driver to the kernel via

SAM --> Kernel Configuration --> Drivers

If your new device appears to be "CLAIMED" by the kernel, proceed to the next chapter and
learn how to create and use device files to access your new device.

Example: Complete ioscan -f Output from a B132

# ioscan -f

Class I H/W Path Driver S/W State H/W Type Description
bc 0 root CLAIMED BUS NEXUS
bc 1 8 bc CLAIMED BUS_NEXUS Pseudo Bus Converter
ext bus 0 8/12 c720 CLAIMED INTERFACE GSC Fast/Wide SCSI
target 0 8/12.2 tgt CLAIMED DEVICE
disk 0 8/12.2.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
target 1 8/12.3 tgt CLAIMED DEVICE
disk 1 8/12.3.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
target 2 8/12.4 tgt CLAIMED DEVICE
disk 2 8/12.4.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
target 3 8/12.5 tgt CLAIMED DEVICE
disk 3 8/12.5.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
target 4 8/12.6 tgt CLAIMED DEVICE
disk 4 8/12.6.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
target 5 8/12.7 tgt CLAIMED DEVICE
ctl 0 8/12.7.0 sctl CLAIMED DEVICE Initiator
ba 1 8/16 bus adapter CLAIMED BUS NEXUS Core I/O Adapter
ext bus 2 8/16/0 CentIf CLAIMED INTERFACE Built-in Parallel
audio 0 8/16/1 audio CLAIMED INTERFACE Built-in Audio
tty 1 8/16/4 asio0 CLAIMED INTERFACE Built-in RS-232C
ext bus 1 8/16/5 c720 CLAIMED INTERFACE Built-in SCSI
target 6 8/16/5.0 tgt CLAIMED DEVICE
disk 6 8/16/5.3.0 sdisk CLAIMED DEVICE Toshiba CD ROM
target 6 8/16/5.7 tgt CLAIMED DEVICE
ctl 1 8/16/5.7.0 sctl CLAIMED DEVICE Initiator
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lan 0 8/16/6 lan2 CLAIMED INTERFACE Built-in LAN
ps2 0 8/16/7 ps2 CLAIMED INTERFACE Built-in Kbd/Mouse
ba 2 8/20 bus adapter CLAIMED BUS NEXUS Core I/0 Adapter
hil 0 8/20/1 hil CLAIMED INTERFACE Built-in HIL
tty 2 8/20/2 asio0 CLAIMED INTERFACE Built-in RS-232C
ba 3 8/20/5 eisa CLAIMED BUS NEXUS EISA Bus Adapter
lan 1 8/20/5/1 vglanO CLAIMED INTERFACE EISA card HWP1990
graphics 0 8/24 graph3 CLAIMED INTERFACE Graphics
processor 0 62 processor CLAIMED PROCESSOR Processor
memory 0 63 memory CLAIMED MEMORY Memory
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6-8. LAB: Viewing the Configuration with ioscan

Directions
The ioscan command is a powerful tool for exploring your system’s hardware configuration.

The sample ioscan output shown below was taken from a D-Class server. Use the sample
ioscan output to answer the questions that follow.

H/W Path Class Description
bc
8 bc I/0 Adapter
8/0 graphics Graphics
8/4 ext bus GSC add-on Fast/Wide SCSI Interface
8/4.5 target
8/4.5.0 disk SEAGATE ST32550W
8/4.6 target
8/4.6.0 disk SEAGATE ST32550W
8/4.7 target
8/4.7.0 ctl Initiator
8/16 ba Core I/0 Adapter
8/16/0 ext bus Built-in Parallel Interface
8/16/4 tty Built-in RS-232C
8/16/5 ext bus Built-in SCSI
8/16/5.0 target
8/16/5.0.0 tape HP C1533A
8/16/5.2 target
8/16/5.2.0 disk TOSHIBA CD-ROM XM-4101TA
8/16/5.7 target
8/16/5.7.0 ctl Initiator
8/16/6 lan Built-in LAN
8/16/7 ps2 Built-in Keyboard/Mouse
8/20 ba Core I/0 Adapter
8/20/2 tty Built-in RS-232C
8/20/5 ba EISA Bus Adapter
8/20/5/1 lan EISA card HWP1990
8/20/5/2 unknown EISA card
10 bc I/0 Adapter
32 processor Processor
34 processor Processor
49 memory Memory

1. Which hardware path on this machine might be used for a serial (RS-232) modem?
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2. Which hardware path on this machine might be used for a parallel printer?

3. How many LAN interfaces does this machine have? What are their hardware paths?

4. How many SCSI interfaces are available on this system? How many Fast/Wide SCSI
interfaces are available?

5. How many disks are connected to the system shown in the ioscan above?

6. What are the hardware addresses of the SEAGATE disks? What are the SCSI addresses of
the SEAGATE disks?

7. If you were to add another Fast/Wide SCSI disk to this system, what SCSI target address
could you use for the new disk?

8. If you were to attach a new FW-SCSI disk at target address 4, what would be the
resulting hardware path for the newly attached disk?

6-17 H3064S A.03
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9. Is the tape drive on this system connected to the Fast/Wide SCSI chain, or the
single-ended SCSI chain? What is the hardware address of the tape drive? What is the SCSI
address of the tape drive?

H3064S A.03 6-18
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Module 7 — Configuring Device Files

Objectives
Upon completion of this module, you will be able to do the following:

e« Explain the purpose of a device file.

Explain the significance of major and minor numbers.

Differentiate between block and character i/o.

Use 1sdev to list kernel driver major numbers.

Use 11 to determine a device file’s major and minor numbers.

Use ioscan to list device files associated with a specific device.

Use 1ssf to interpret the characteristics of a device file.

Given a disk, tape, or CD device file name, determine the controller card instance number
and target address of the associated device.

e Given a modem or terminal device file name, determine the controller card instance number
and port number of the associated device.

e Describe the autoconfig process.
e Create device files using SAM.

e Create device files using insf.

7-1 H3064S A.03
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7-1. SLIDE: What Is a Device File?

~ What Is A Device File?
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Student Notes

HP-UX communicates with peripheral devices (such as tape drives, disk drives, printers,
terminals, and modems) through files called device files. HP-UX treats 1/O to a peripheral
device in the same manner as 1/O to a file. Before HP-UX can communicate with a peripheral
device, the device must have a device file. For example, each terminal has its own device file
through which HP-UX writes data (which appears on the terminal screen) and reads data
(typed by the user at the keyboard).

A device file does not contain data, as a regular file does.

Instead, a device file simply specifies how HP-UX is to communicate with a device. Device files
are stored in the /dev directory.

NOTE: Device file is synonymous with special file. You will see these terms
used interchangeably.

H3064S A.03 7-2
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Because almost all device files you will need are created for you by the HP-UX system, you
need to know which device files to use when you access a peripheral device. Occasionally you
will need to create device files. A device file should be removed if you permanently disconnect
a peripheral device.

The following examples demonstrate the use of device files by HP-UX commands:

# tar -cvf /dev/rmt/Om /usr
The tar application opens the file specified by the - £ option for output. It then writes the tar
archive to that file. tar can write to an ordinary file or directly to a device. The tar
application does not need to know the difference.

# echo hello > /dev/ttyOpl

In this example the standard output of the echo command is redirected to a terminal via its
device file.

7-3 H3064S A.03
© 1999 Hewlett-Packard Company



Module 7

Configuring Device Files

7-2. SLIDE: Listing Device Files with 11

!

~ Listing Device Files with 11

Listing device files with 11 /dev

brw-r————-— 1 root sys 31 0x005000 Feb 10 1997 /dev/dsk/c0t5d0
brw-r————— 1 root sys 31 0x006000 Feb 10 1997 /dev/dsk/c0t6d0
crw—r————— 1 root sys 31 0x005000 Feb 10 1997 /dev/rdsk/c0t5d0
crw—r————— 1 root sys 31 0x006000 Feb 10 1997 /dev/rdsk/c0té6d0
crw—-w—-——— 2 root tty 17 0x000001 Jan 9 09:25 /dev/ttypl
crw——-w—-——— 2 root tty 17 0x000002 Mar 6 17:46 /dev/ttyp2

device file type major# minor# device file name

roo !

266921

Student Notes

Device files typically reside in the/dev directory. You can list the device files in this directory
with the 11 command, just as you would list files in any other directory. Note, however, that
the 11 output for device files is a little different.

Device File Types

The very first character in the 11 output for a device file indicates the device file type.

Character
Device Files

Block Device
Files

H3064S A.03

A "c" in the first character position identifies a character device file.
Character device files transfer data to the device one character at a time.
Devices such as terminals, printers, plotters, modems, and tape drives are
typically accessed via character device files. Character device files are
sometimes called "raw" device files.

A "b" in the first character position identifies a block device file. When

accessing a device via a block device file, the system reads and writes data
through a buffer in memory, rather than transferring the data directly to

7-4
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the physical disk. This can significantly improve 1/O for disks and CD-ROMs.
Block device files are sometimes called "cooked" device files.

Terminals, modems, printers, plotters, and tape drives typically only have character device
files. Disks and CD-ROMSs may be accessed in either character or block mode, and thus
typically have both types of device files.

Some applications and utilities prefer to access disks directly via a character device files.
Other utilities require a block device file. Read the application or utility documentation to
determine which device file is required.

Device File Major Numbers

Every device file has a "major number" that appears in the fifth field of the 11 output. The
major number identifies the "kernel driver” that should be used when the device is accessed. A
kernel driver is a portion of code in the HP-UX kernel that controls 1/O for a particular type of
device. Most HP-UX machines have multiple drivers; the major number on every device file
determines which driver should be used. The 1sdev command lists the drivers configured in
your kernel, and their associated major numbers.

Device File Minor Numbers

Every device file has an associated minor number. The “minor number” is a 24-bit hexadecimal
number that identifies:

e The physical location of the device on the system.

e Device-specific access options. Tape drives, for instance, have special access options that
enable/disable hardware compression and define the density format used when writing to
the tape.

Minor numbers are formulated differently for various types of devices. See the “Configuring
HP-UX for Peripherals” manual for more information about formulating and interpreting
major and minor numbers.

Device File Names

Device file names follow a standard naming convention that makes it fairly easy to determine
which device files are associated with which devices. Later slides in this chapter discuss the
naming convention in detail.

7-5 H3064S A.03
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7-3. SLIDE: Listing Device Files with ioscan

~ Listing Device Files with ioscan

# ioscan —fun list all devices and device files

# ioscan —funC disk list all disk devices and device files

# ioscan -funC tape list all tape drives and device files

Class I H/W Path Driver S/W State H/W Type Description

tape 1 2/0/1.1.0 stape CLAIMED DEVICE HP C1553A
/dev/rmt/1lm /dev/rmt/c0t LAOBESTb
/dev/rmt/lmb /dev/rmt/cO0t LAOBESTn
/dev/rmt/lmn /dev/rmt/c0t LAOBESTnb
/dev/rmt/1lmnb /dev/rmt/c0t 1LdOBEST

266922

Student Notes

Although the 11 command lists the device files on your system, it does not indicate which
device each device file accesses.

The ioscan -fun command provides a convenient mechanism for determining which device
files are associated with each hardware path on your system. Under each hardware path,
ioscan -fun lists all the device files associated with each hardware path. Since some devices
have multiple access options, ioscan can list multiple device files for a single device.

Examples
# ioscan -fun # list all devices, and their associated device files
# ioscan -funC disk # only list disk class devices and their device files
# ioscan -funC tape # only list tape drives and their device files
# ioscan -funH 2/0/1.6.0 # only list device files for the device at 2/0/1.6.0
H3064S A.03 7-6
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7-4. SLIDE: Listing Device Files with 1ssf

~ Listing Device Files with 1ssf

e Lists characteristics of device files

Syntax
/usr/sbin/lssf path [path ..]

Examples
# 1ssf /dev/rdsk/clt6do
disc3 card instance 1 SCSI target 6 SCSI LUN O
section 0 at address 52.6.0 /dev/rdsk/clté6d0
# 1lssf /dev/rmt/Omn
tape2 card instance 1 SCSI target 0 SCSI LUN 0 at&t no
rewind best density available at address 52.0.0 /dev/rmt/Omn

26974

Student Notes

Many devices have multiple associated device files. For instance, the tape drive shown on the
previous slide had eight device files. This is because many devices may be accessed with a
variety of combinations of access options. Each combination of access options requires a
separate device file.

ioscan lists the device files for each device, but does not indicate which device-specific options
each device file enables. The 1ssf command is the utility of choice for determining exactly
what features each device file provides. 1ssf tells you:

« Which driver the device file uses

e The device's hardware address information

= Any device-specific access options used by the device file

7-7 H3064S A.03
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Questions

We have seen three commands for viewing device files: 11, 1ss£, and ioscan. Each command
has a somewhat different purpose. Determine which command would be appropriate for each
of the following situations:

1. Which command would you use to list the device files for the tape drive at hardware
address 2/0/1.0.0?

2. Which command(s) could you use to list all of your disk device files?

3. Which command would you use to determine the hardware path of the device accessed by
/dev/rmt/c0t0d0OBEST?

4. Which command will tell you the device-specific options used by
the/dev/rmt/c0t0d0BESTnb device file?

H3064S A.03 7-8
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7-5. SLIDE: The Layout of /dev

— The Layout of /dev

dev

dsk ttyxpy ttydxpx

. . . Terminals Modems
Disk Drives Tape Drives
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Student Notes

The next few slides will introduce the naming convention used by the system when assigning
names to device files. An understanding of the device file naming convention will allow you to
more easily choose and use device files on your system.

On most HP-UX systems, all device files live under the /dev directory. Some device files sit
directly in /dev, while others are grouped in subdirectories under /dev. The list below
highlights some of the more important device file directories.

/dev Contains all terminal, modem, LAN, and printer device files
/dev/dsk Contains all block disk device files
/dev/rdsk Contains all raw disk device files
/dev/rmt Contains all tape device files
7-9 H3064S A.03
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7-6. SLIDE: Device File Naming Convention

" Device File Naming Convention

(lj#t#d#[other]

Instance number of the <
interface card

SCSI target address <

Device number <

Device-dependent <
information
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Student Notes

By default, HP-UX names your system device files following a standard naming convention.
Although you can arbitrarily assign any device file names you wish, using this standard
convention makes it easier to locate your device files. Most device file names adhere to the
convention shown on the slide. The notes below explain each component of these device file
names.

The Interface Card Instance Number

The kernel automatically assigns an instance number to every device and interface card on
an HP-UX system. Instance numbers are shown in the "I" column of the ioscan - £ output.

The "c" in a disk, tape, or CD-ROM device file name identifies the instance number of the
interface card to which the device is attached. All of the disks shown in the ioscan below would
have device files beginning with "c0", since the instance number of the SCSI interface card is
"0".

H3064S A.03 7-10
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Note that each device has an instance number as well. Instance numbers for individual
devices are used internally by the OS, but are not used to formulate device file names.

# ioscan -fun

Class I H/W Path Driver S/W State H/W Type Description
ext bus 0 8/12 c720 CLAIMED INTERFACE GSC Fast/Wide SCSI Interface
disk 0 8/12.2.0 sdisk CLAIMED DEVICE SEAGATE ST32171W

/dev/dsk/c0t2d0 /dev/rdsk/c0t2d0

disk 1 8/12.3.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
/dev/dsk/c0t3d0 /dev/rdsk/c0t3d0

disk 0 8/12.4.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
/dev/dsk/c0t4d0 /dev/rdsk/c0t4do

disk 1 8/12.5.0 sdisk CLAIMED DEVICE SEAGATE ST32171W
/dev/dsk/c0t5d40 /dev/rdsk/c0t5d0

disk 0 8/12.6.0 sdisk CLAIMED DEVICE SEAGATE ST32171W

/dev/dsk/c0t6d0 /dev/rdsk/c0t6d0

The SCSI Target Address

The "t#" portion of the device file name identifies the SCSI target address of the device file's
associated device. The SCSI target address is set via jumper pins or DIP switches on the
device itself. Look at the second to last digit in a SCSI device’'s hardware path to determine
the SCSI target address. For instance, in the ioscan shown above, the disk at 8/12.3.0 has
SCSI address "3". The SCSI target address for the disk at 8/12.6.0 is "6".

The SCSI Logical Unit Number

The Logical Unit Number (LUN) can be used to identify the robotic mechanism in a tape
changer, or a logical unit in a disk array. For most SCSI devices, however, the LUN number
will simply be "0". The LUN number for each SCSI device appears in the last digit of the

device’s hardware path. Note that all the disks in the sample ioscan above have a "0" in the
LUN digit.

Device-Dependent Access Options
The last part of the device file name lists device-specific access options enabled by the device

file. Tape drive device file names may have a variety of options listed in this portion of the
device file name. Access options vary from device to device.

Questions
Consider the following ioscan output:

# ioscan -fu

Class I H/W Path Driver S/W State H/W Type Description

7-11 H3064S A.03
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ext bus 0 8/12

disk 0 8/12.5.0
disk 1 8/12.6.0
ext bus 1 8/16/5
disk 2 8/16/5.3.0

c720
sdisk
sdisk
c720
sdisk

CLAIMED
CLAIMED
CLAIMED
CLAIMED
CLAIMED

INTERFACE GSC Fast/Wide SCSI

DEVICE SEAGATE ST32171W
DEVICE SEAGATE ST32171W
INTERFACE Built-in SCSI

DEVICE SEAGATE ST32171W

1. What is the interface card instance number of the disk at 8/12.5.0?

2. What is the target address of the disk at 8/12.5.0?

3. What is the interface card instance number of the disk at 8/16/5.3.0?

4. What is the target address of the disk at 8/16/5.3.0?

H3064S A.03
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7-7. SLIDE: Disk Device File Names

~ Disk Device File Names
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Student Notes

Every disk and CD-ROM has two device files:
e A block device file in /dev/dsk

e A character device file in /dev/rdsk

The device files within these directories follow the standard naming convention described on
the previous slide.

Examples

The device files for disks "A" and "B" on the slide above would be:

/dev/dsk/c0t6d0 Block device file for disk "A"
/dev/dsk/c0t5d0 Block device file for disk "B"
7-13 H3064S A.03
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/dev/rdsk/c0t6d0 Raw device file for disk "A"
/dev/rdsk/c0t5d0 Raw device file for disk "B"
Questions

1. What would be the device file name for the disk labeled "C" on the slide?

2. What would be the device file name for the CD-ROM labeled "D" on the slide?

H3064S A.03 7-14
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7-8. SLIDE: Tape Device File Names

~ Tape Device File Names

Server
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Target 0

/dev/rmt /cH#t#d# [access options]
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Student Notes

Tape device files are stored in the /dev/rmt directory, and follow the c#t#d# [options] naming
convention. Unlike disks and CD-ROMSs, however, tape drives often support numerous access
options in the [options] portion of the device file name.

These options include:

density Density or format used in writing data to tape. This field is designated by
the following values:

7-15 H3064S A.03
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Table 7-1.

BEST

Highest-capacity density or format will be used, including data
compression, if the device supports compression

NOMOD

Maintains the density used for data previously written to the tape.
Behavior using this option is dependent on the type of device. This
option is only supported on DDS and 8MM drives.

DDS n

Selects one of the known DDS formats; can be used to specify DDS1
or DDS2, as required.

D [#]

Specifies density as a numeric value to be placed in the SCSI mode
select block descriptor.

CI#]

Examples

Write data in compressed mode, on tape drives that support data compression. If
a number is included, use it to specify a compression algorithm specific to the
device. Note, compression is also provided when the density field is set to BEST.

No rewind on close. Unless this mode is requested, the tape is automatically
rewound upon close.

Specifies Berkeley-style tape behavior. When the b is absent, the tape drive
follows AT&T-style behavior. The details are described in "Tape Behavioral
Characteristics" below.

Writes wait for physical completion of the operation before returning status. The
default behavior (buffered mode or immediate reporting mode) requires the tape
device to buffer the data and return immediately with successful status. For each
tape device present, eight device files are automatically created when the system
is initialized. Four of these device files utilize the standard naming conventions.
These four files contain the density specification "BEST". There are four such
files because each of the four different permutations of the "n" and "b" options.

The following are some device files for tape A:

/dev/rmt/c0t0d0BEST Use the best density and compression options available
/dev/rmt/c0t0d0BESTn Same as above, but use the "no-rewind" feature
/dev/rmt/c0t0d0DDS1 Use the DDS1 density for compatibility with older drives

9.x Compatibility

Prior to version 10.x of HP-UX, device files followed an entirely different naming convention:

/dev/rmt/Om First tape drive on the system
/dev/rmt/1lm Second tape drive on the system
/dev/rmt/2m Third tape drive on the system
H3064S A.03 7-16
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/dev/rmt/2mn Third tape drive on the system, "no-rewind" feature enabled

Each device file includes an arbitrary number to distinguish the tape drive from all other tape
drives, followed by the letter "m", followed by a series of access options as described earlier in
the notes for this slide. For the sake of backwards compatibility, these old style device files
still exist. They are simply links to the /dev/rmt/c0t0d0BEST [options] device files.

Questions

1. What device file would you use to access tape "B" in the diagram on the slide using the
best available density and compression features?

2. What device file would you use to access tape "B" in the diagram on the slide using the best
available density and compression features, and with the auto-rewind feature disabled?

7-17 H3064S A.03
© 1999 Hewlett-Packard Company



Module 7
Configuring Device Files

7-9. SLIDE: Terminal and Modem Device File Names

~ Terminal and Modem Device File Names
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Student Notes

The naming convention for terminals and modems is slightly different from the naming
convention for disks, CD-ROMSs, and tape drives.

e Terminals and modems don't have a dedicated subdirectory; their device files are kept
directly in the /dev directory.

e Terminals and modems don't follow the c#t#d# naming convention

Terminal Device Files

Terminal device file names identify both the interface card and MUX port number to which the
terminal is attached. If the terminal is attached to a serial port rather than a MUX panel, use
port#0 in the device file name.

Examples.
/dev/tty0p7 Device file for the terminal on the first MUX, port #7
H3064S A.03 7-18
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/dev/ttylp7 Device file for the terminal on the second MUX, port #7

Modem Device Files

A fully functional modem requires three device files.
Examples

Device files for the modem on the first MUX, port #4
/dev/cualp4

/dev/culOp4

/dev/ttydOp4

Device files for the modem on the second MUX, port #4
/dev/cualp4

/dev/cullp4

/dev/ttydlp4

Pseudo Terminals

Pseudo terminals are used by applications that provide terminal emulation capabilities, such
as hpterm, xterm, telnet, etc. The pseudo terminal driver provides support for a device-pair
termed a pseudo terminal. A pseudo terminal is a pair of character devices, a master device
and a slave device.

The device files for pseudo terminals are found in the following places:

slave /dev/tty xx. These are links to files in the /dev/pty
directory
/dev/pty/tty XX

master /dev/pty xx. These are links to files in the /dev/ptym
directory

/dev/ptym/pty XX
streams- based pseudo slave  /dev/pts/n. This is used by the dtterm terminal emulator
streams- based master /dev/ptymx. This is used by the dtterm terminal emulator

By default, 60 pseudo terminals of each type are created. To increase this number you must
reconfigure the kernel and run ins£ to create the device files.

7-19 H3064S A.03
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7-10. SLIDE: How Device Files are Created

How Device Files are Created

¢ Autoconfiguration
¢ SAM

e insf

e mksf

e mknod
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Student Notes

In most cases you do not need to create device files. When the HP-UX operating system is first
installed, the insf command creates device files for all devices found by the system during its
hardware probe. Then each time the system is rebooted, insf creates device files for any new
devices that have been connected to the system. Hence, most device files you use will have a
device file automatically created for them at boot time.

In some special cases you will need to manually create or modify device files. SAM is the
recommended method for creating device files. Caution should be used when creating device
files with the manual commands.

H3064S A.03 7-20
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7-11. SLIDE: Autoconfiguration

~ Autoconfiguration

/etc/ioconfig
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Path and major/minor, device
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tree Device Files
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Student Notes

What Is Autoconfiguration?

At system boot, the kernel performs several system initialization tasks, including probing all
hardware installed on the system. During the hardware probe, the kernel identifies all devices
— buses, channel adapters, device adapters, and external devices — that can be
autoconfigured. The kernel binds (matches) an appropriate driver to each device detected at a
specific hardware address. This only happens for autoconfigurable devices.

After completing system initialization tasks, including hardware probing, the kernel invokes
the init command. The init process reads the /etc/inittab file and invokes several
system startup commands listed in the file, including /sbin/ioinitrec. The
/sbin/ioinitre command usually starts ioinit, which does several things.

First, ioinit reads the contents of the /etc/ioconfig file and transfers the device mapping
information found there to the kernel data structures, io tree. Next, ioinit executes insf.
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insf£ will create device files for new devices. It will also update /etc/ioconfig and the
kernel tree.

All Hewlett-Packard peripheral devices supported by HP-UX Release 10.20 are automatically
configurable. Device files are automatically created during the reboot process for devices or 1/0
cards.
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7-12. SLIDE: Creating Device Files with SAM

~ Creating Device Files with SAM

SAM Areas:Peripheral Devices

..{goup) Device List Disks and File Printers and
Systems Plotters

Tape Drives Terminals and
Modems
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Student Notes

In order to create device files in SAM choose Peripheral Devices from the SaM functional area
launcher.

Choose the type of device you wish to create device files for. If you are creating additional

device files for an existing device be sure to highlight the device first, before going to the
Actions menu to add the device.
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7-13. TEXT PAGE: Creating a Device File with mksf
The mksf command is used to create a device file if the device is already known to the system.

The syntax for the mksf command is shown in the examples below. Options to mks£ are:

-d selects a particular device by its driver name

-I selects device instance

-C matches devices that belong to a given class, like disks

-H matches a device at a given Hardware Path

-D override the default device installation directory and install special file in
directory. Note that directory must exist.

other driver depend on the driver name

opts

special file selects an alternate device file name (default: naming conventions). The

selected alternative name must be an absolute file name. Relative path
names will be used to create files and subdirectories below the /dev directory.

Before creating a customized device file for an existing device, the card instance number can
be found using the ioscan command.

Options for each driver vary widely. Options that are meaningful to one device driver are
meaningless to another. When using this command, use the man pages for an explanation of
options.
Examples:

# mksf -d tape2 -I 0 -b DDS1
creates a character device file /dev/rmt/c0t0d40DDS1 for the tape drive at instance 0. This
device file will write uncompressed format tapes. This is useful if you will be sending the tapes
to another system that does not have a tape drive that supports hardware compression.

CYW-ITW-TXw- 1 root other 212 0x000400 Feb 22 14:59 1hn

# mksf -d mux2 -I 0 -p 5 -c -1 -a 2

creates a device file for a dial-in terminal with CCITT (European) protocol on port 5 of the first
MUX. The device file created will be named /dev/cua0p5.

# mksf -C printer -I 2 /dev/printer

creates a device file named /dev/printer and maps it to the line printer with instance #2.
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7-14. TEXT PAGE: Creating Device Files with insf

The insf command is used to create a device file if the device has not been assigned yet. It
creates the device file and also obtains a card instance number for the device.

The syntax for the insf command is shown on the slide. Options to insf are:

-d selects particular devices by driver name

-C matches devices that belong to a given class, like disks

-H matches a device at a given Hardware Path

-I selects card instance

-e create/re-installs device files for existing devices

-D override the default device installation directory and install special file in

directory. Note that directory must exist.
The -d, -H, and -c options are used to select devices with a specified driver, device class, or
hardware path address. Use the 1sdev command to determine drivers and classes in kernel
(/stand/vmunix). Use the ioscan command to list the hardware paths in the kernel.
The insf command can not create device files for existing devices unless you explicitly say to
recreate device files using the -e option. This might be required if the device files are
accidentally deleted.

#insf -e -C printer

Device files can be made for all devices on your system. In addition, device files can be made for
just one particular device type (driver name) or just an individual device within a device type.

You cannot specify special device options with ins£. If you have some device that requires
special options, you need to use mksf after running ins¢£.

Examples

« To create device files for all devices of class tty, you would use:
insf -C tty

« To create device files for the device at address 4.2.0:
insf -H 4.2.0 -e

« To create a total of 100 pseudo ttys, you would use:

insf -e -n 100 -d ptym
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7-15. LAB: Device Files

Directions

Part I: Viewing and Interpreting Device Files

1. Use ioscan to find the names of the device files for all of your disk class devices.

2. Use ioscan to find the names of the device files for your system’s LAN card(s).

3. You should have a LAN card device file named /dev/1an0. Execute the command that
lists the characteristics of this device file. What kernel driver is associated with this device
file? What hardware path is associated with this device file?

4. How does 1ssf know which kernel driver is associated with each device file?

5. Choose one of the disk device files in your /dev/dsk directory. Execute the command that
lists the characteristics of this device file. What kernel driver is associated with this device
file? What is the hardware path of the disk associated with this device file?

6. (Optional) — If you have a tape drive on your system, run 1ssf /dev/rmt/*. Which
device file(s) access your tape drive with the no-rewind feature?
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Part Il: Creating Device Files with SAM

You should have at least two available serial ports on your machine. In this portion of the lab,
you will create device files to support a modem on one of your serial ports, and a hard-wired
ASCII terminal on the other. SAM provides a simple interface for creating device files for both
of these devices.

1. Goto SAM --> Peripheral Devices --> Terminals and Modems. Are there any
modems or terminals currently?

ouhrwnNE

First, configure a modem on your first available serial port.

Choose Actions —> Add Modem.

Choose a serial port/MUX interface hardware path.

Click Port Number to choose an available MUX port (Choose 0 on workstations).
Choose any baud rate. (It doesn't really matter since we don't have a real modem.)
Choose to support both incoming and outgoing calls.

Click OK.

What device files does SAM create for you?

gl

Now configure a hard-wired terminal on another available serial port.

Choose Actions —> Add Terminal.

Choose a serial port/MUX hardware path.

Click Port Number to choose an available MUX port.
Choose "H" as the baud rate.

Click OK.

What device files does SAM create for you?
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4. (Optional) If you have a tape drive on your machine, use SAM to create a non-standard
device file for it. Specify a DDS1 density, no compression, Berkeley style semantics. Let the
other options default.

This DDS1 device file may be useful if you create tapes that may need to be read on older tape

drives that don’t support the high density format used by "BEST" device files. What device file
does SAM create?

Part I1l: Creating Device Files with insf

Though SAM must be used when you want to create serial-device device files or non-standard
device files, most device files can be created automatically with insf. In this exercise you will
have a chance to try using ins¢.

1. Remove the block device file for one of your disks.

2. Do an ioscan -funC disk to ensure the device file is gone.

3. Recreate the device file with insf -evC disk. The e option ensures that the device file is
recreated even if the disk already exists in /etc/ioconfig. v stands for verbose, and C disk
just recreates disk class devices.

4. Check to see that the device file was recreated.
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7-16. REVIEW: Check Your Understanding

Directions
Write the answers to the following questions.

1. What is a device file?

2. What is the difference between a block and a character device file?

3. Why do you need both block and character device files for disks?

4. What are major and minor numbers?

5. What do the insf and mksf commands do?

6. What is the difference between the 11 and the 1ssf commands related to device files?

7. What does the 1sdev command do?
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Module 8 — Configuring Disk Devices

Objectives

Upon completion of this module, you will be able to do the following:

Describe the reasons for disk partitioning.

Partition a disk using the whole disk layout approach.

Describe the features and benefits of LVM.

Define the terms volume group, logical volume, and physical volume, and explain how
they relate to each other.

e Create physical volumes, volume groups and logical volumes from the command line.
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8-1. SLIDE: Disk Partitioning

~ Disk Partitioning

¢ Each HP-UX disk can have one or more m
partitions. v

¢ Each partition can be used for
/home file system

— afile system

— swap space
/opt file system

— raw data

— boot area raw oracle data

swap space

N~
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Student Notes

Disk space is organized into partitions. A partition is nothing more than a portion of disk
space allocated for a particular purpose. A partition may span one disk, multiple disks, or a
portion of a disk. Each partition may contain one of the following:

A file system (space allocated for files and directories).

A swap area (space used by the kernel to supplement physical memory).

Raw data (data accessed directly by an application, such as a database).

A boot area (space containing utilities used during the boot process).

HP-UX offers two approaches for creating and managing disk partitions:
« The whole disk approach

e | ogical Volume Manager (LVM)
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Some of the disks on your system may be configured using the whole disk layout approach,
while others may be configured using LVM. Both techniques may be used concurrently on the
same system, but not on the same disk.

Both approaches have advantages and disadvantages. Though the whole disk layout approach
is easier to configure, LVM offers more flexibility. This chapter will discuss both disk
partitioning techniques.
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8-2.

SLIDE: Whole Disk Partitioning
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~ Whole-Disk Partitioning

There are five ways to partition a disk using the whole disk approach.
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Student Notes

Using the whole disk approach, a disk may be configured five different ways:

The disk can be dedicated entirely for use by a single file system.

The disk can be dedicated entirely for use as swap.

The disk can be dedicated entirely for use as a raw partition.

A portion of the disk can contain a file system, with any remaining space used as swap.

A disk can be configured as a boot disk, containing the root file system, a swap area, and a
2-MB special boot area containing utilities used during the boot process.

SAM is the easiest way to configure a disk using the whole disk approach:

SAM --> Disks and File Systems
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--> Disk Devices
--> Actions --> Add a Disk --> Not Using LVM

Though the whole disk approach is easy to use, it has several limitations:
« A file system cannot span multiple disks.

e There can only be one file system partition per disk.

e It is difficult to extend a file system if more space is needed.

For these reasons, many administrators choose to use the Logical Volume Manager to manage
disk space instead of the whole disk approach.
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8-3. SLIDE: LVM Disk Partitioning

~ LVM Disk Partitioning
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Student Notes

Logical Volume Manager (LVM) enables you to pool space from several disks (known as
"Physical Volumes" in LVM) to form a "Volume Group”. You can then subdivide the space in
the volume group into "Logical Volumes" (the LVM equivalent of a partition). The Logical
Volume Manager (LVM) overcomes the limitations of the whole disk layout scheme by making
it possible to

e Create logical volumes that span multiple disks

e Create multiple logical volumes on a single disk

e Extend and reduce logical volumes as necessary

Physical Volumes

A disk managed by LVM is known as a physical volume. Several special data structures must
be created on a disk before it can be used by LVM. Once these data structures have been
created, the disk is considered to be a physical volume, and may be added to a volume group.
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Volume Groups

A volume group is a group of one or more physical volumes. The physical volumes in a volume
group form a pool of disk space which may be allocated to one or more logical volumes. Volume
groups usually follow the naming convention:

e /dev/vg00

e /dev/vg0l

e /dev/vg02 etc.

However, you may use any naming convention you wish. vg00 is a special volume group
known as the "root volume group" which typically contains the default boot disk and the

majority of the HP-UX operating system. You may have other volume groups on your system
for applications, and other user and application data.

Logical Volumes

Disk space from a volume group may be allocated to one or more logical volumes. A logical
volume is analogous to a partition, and may contain a file system, swap area, or raw partition.

Logical volumes can

< Encompass all, or any portion of, the space on a physical volume.

e Span multiple LVM physical volumes.

e Be resized, or even moved to a different disk if the need arises.

By default, logical volumes within a volume group are assigned names as follows:
e /dev/vg0l/1lvoll

e /dev/vg0l/1lvol2

e /dev/vg0l/1lvol3 etc.

However, you may use any naming convention you wish.
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8-4. SLIDE: LVM Device Files

~ LVM Device Files
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Student Notes

Physical volumes, volume groups, and logical volumes are all referenced via device files, much

as disk devices are referenced via device files.

Physical Volume Device Files

You can reference a physical volume using the physical volume’s associated disk device files.
Since disks may be referenced in either block or character mode, each physical volume has

both a block and a character device file.

Examples

/dev/dsk/c0t5d0
/dev/rdsk/c0t5d40

H3064S A.03

© 1999 Hewlett-Packard Company

# block device file for the disk at SCSI address 5
# raw device file for the disk at SCSI address 5

8-8




Module 8
Configuring Disk Devices

Volume Group Device Files

Volume groups are referenced via device files, too. Each volume group has a subdirectory under
/dev containing a group device file for the volume group itself, as well as the device files for
all of the logical volumes within the volume group. The name of the volume group’s
subdirectory determines the volume group’s name.

Examples
/dev/vg0l # directory containing device files associated with vg0o1
/dev/vg0l/group # device file for vg01 volume group

Logical Volume Device Files

Logical volume device files are stored in the directory of the volume group to which they
belong. Each logical volume has two device files: one is used when accessing the logical volume
in character mode, the other is used when accessing the logical volume in block mode.

Examples
/dev/vg01l/1lvoll # block device file for logical volume "lvol1" in vg0O1
/dev/vg0l/rlvoll # raw device file for logical volume "lvoll" in vg01

LVM Major and Minor Numbers

Like all other device files, every logical volume and volume group device file must have both a
major and a minor number.

All LVM device files have major number 64, the major number associated with the LVM kernel
driver.

The first two digits of the minor number identify which volume group the device file is
associated with. The last two digits identify the logical volume associated with the device file.

Name: /dev/vg01l/1vol2

Major #: 64

Minor #: 0x010002

Example

= The major number for this device file, like all LVM device files, is 64.

e The first two digits in the minor number (01) indicate that this is in vg01.

e The last two digits in the minor number indicate that this is 1vol2.

Questions
If vg02 has three logical volumes created using the default naming convention

1. What directory would contain the logical volumes’ device files?
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2. What would be the name of the volume group’s device file?
3. What would be the name of the first logical volume’s raw device file?
4. Overall, how many device files should you find in /dev/vg02?

5. What would be the minor number of the third logical volume’s device file?
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8-5. SLIDE: LVM Extents

LVM Extents
LEs for lvoll PEs for c0tld0
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Student Notes
We need to consider one more concept before looking at the practical side of configuring LVM.

The smallest allocatable unit of space in LVM is known as an Extent. A physical volume is
broken into Physical Extents (PEs), which are made available for allocation when the
physical volume is added to a volume group.

A logical volume consists of a series of sequentially numbered Logical Extents (LEs). Each
logical extent is nothing more than a pointer to a physical extent on disk. Larger logical
volumes have more logical extents, and smaller logical volumes have fewer logical extents. In
order to make a logical volume larger, LVM needs only allocate some additional extents.

The PE and LE sizes are consistent throughout a volume group, and may be set when the
volume group is initially created. The default extent size is 4 MB.

The volume group shown on the slide, vg01, has two 16 MB logical volumes. Since the default
extent size is 4 MB, each logical volume has four logical extents. Each logical extent is a
pointer to a 4 MB physical extent on the disk.
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Questions

1. Assuming a volume group uses the default extent size, how many logical extents would
you expect to find in an 88 MB logical volume?

2. Assuming a volume group uses the default extent size, how many physical extents would
you expect to find on a 400 MB physical volume?
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8-6. SLIDE: Creating Physical Volumes

~ Creating Physical Volumes
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Student Notes

Before you can use the space on a disk for logical volumes, you must designate the disk as an
LVM physical volume. Once the disk has been configured as a physical volume, you can add
the disk to a volume group and begin allocating space from the disk to logical volumes.

Preparing a Physical Volume

The disk you want to use as a physical volume must be connected to your system and powered
on. Use the ioscan command to find the device file name for the new disk.

# ioscan -funC disk

You may wish to run the mediainit utility if your disk has been used previously, or if you
don’t trust the integrity of the disk. mediainit initi